[image: cid:image001.png@01CEA335.98D5DDB0]




A DISSERTATION ON THE DIGITAL RISK AND FINANCIAL INCLUSION: BALANCE BETWEEN INNOVATION AND PROTECTING DIGITAL BANKING SAUDI CUSTOMERS
BY 

NORAH HASSAN ALYAALA
ID: S20206907


A DISSERTATION SUBMITTED IN PARTIAL FULFILLMENT OF THE REQUIREMENTS OF THE DEGREE 
BACHELOR'S IN ACCOUNTING AND FINANCE 

EFFAT COLLEGE OF BUSINESS 
EFFAT UNIVERSITY


Thesis Advisor:
DR. MUHAMMED YAAR KHAN

SPRING 2025





[image: ]
[image: ]


























TABLE OF CONTENTS
Abstract	6
Introduction	7
Background	7
Aims and Objectives	8
Research Questions	9
Scope of the Study	9
Research Problem	9
Methodology	10
Literature Review	10
Financial Inclusion	10
Risk Management Theory	11
Technological Advancements in Saudi Financial Sector	12
Improvements and Achievements	13
Financial Sector Development Program	14
Digital Banking System in Saudi Arabia	15
NEO BY SNB	15
D360	16
STC Pay	16
Framework and Hypothesis	17
Encryption Mechanism	17
Authentication Mechanism	17
Information Provided	18
Methodology	18
Research Design	18
Research Approach	19
Data Collection Tools	19
Data Collection Procedure	20
Results	21
Discussions	29
Conclusions and Recommendations	30
References	31
Appendices	33




Digital Risk and Financial Inclusion: Balance between Innovation and Protecting Digital Banking Saudi Customers
[bookmark: _Toc196851810]Abstract
Digital banks have become more popular because they offer easy and cash-free ways to make daily payments and transactions. However, not much research has been done to carefully look at the security aspects when building these digital payment systems. This study aims to address this gap by identifying the key security factors that digital financial service providers in Saudi Arabia should focus on. From this research, we found out that while users generally trust the technical security mechanisms provided by banks—such as authentication and encryption—there remains a significant emotional gap in perceived safety. Most participants showed confidence in authentication processes and believed in the strength of encryption methods, but a notable minority remained neutral, pointing to a need for improved user education and transparency. Banks were seen as effective in providing security guidelines and updates, which reflects positively on their communication strategies. However, despite these efforts, a large proportion of users still feel insecure using digital banking services, suggesting that technical measures alone are not enough—users also need reassurance, education, and user-friendly explanations to feel truly protected.
Keywords: Authentication, Encryption, Transactions, Reassurance, Security


[bookmark: _Toc196851811]Introduction
[bookmark: _Toc196851812]Background
Over the past 20 years, financial inclusion (FI) has become an important strategy for reducing poverty and boosting economic growth. This focus has increased due to advancements in technology, government programs, and private-sector innovations. Research shows that when FI is combined with modern technology, it can effectively help people escape poverty and strengthen the economy. The main goal of FI is to make financial services—such as bank accounts, insurance, loans, and investments—more accessible to everyone. By giving people better financial opportunities and security, FI helps them improve their lives and actively participate in the economy. Because of its benefits, governments, international organizations, and development agencies have made FI a key priority to promote economic growth and reduce inequality. (Ozili, 2018)
Many people and businesses don't have access to basic financial services like opening bank accounts, getting loans, applying for credit cards, transferring money, or getting insurance. Globally, about 1.8 billion adults (aged 15 and older) are unbanked, and around 6.9 million of them live in Saudi Arabia, which is about 28% of the adult population. However, the number of people with bank accounts worldwide increased from 51% in 2011 to 69% in 2017. In Saudi Arabia, 72% of adults now have a bank account. (King Khaled Foundation, 2018)
Saudi Arabia's Financial Sector Development Program is helping shape the country's financial future by diversifying income, increasing savings, and providing more financing and investment options. By building a strong and stable financial sector, the program supports economic growth and diversification. As Saudi Arabia's economy grows, the program focuses on strengthening financial institutions, improving financial markets, promoting savings, and supporting fintech startups to help create a world-class financial sector. (Vision2030.gov.sa., n.d.)
The Financial Sector Development Program, launched in 2018, aims to strengthen Saudi Arabia’s financial industry by improving banking, insurance, stock markets, and debt markets. It works with the Saudi Central Bank (SAMA) to expand banking access and invests in technology to enhance financial services. The Capital Market Authority (CMA) collaborates with the program to develop a strong capital market. Key achievements include launching a FinTech strategy, licensing three digital banks, and establishing a Financial Academy to train future leaders. Since its launch, Saudi Arabia’s stock market (Tadawul) has become one of the top 10 largest markets globally and is listed on major international indices. (Vision2030.gov.sa., n.d.)
This research is about how digital banking in Saudi Arabia can grow while keeping customers safe from risks like fraud, hacking, or data breaches. It focuses on two key things: Financial Inclusion refers to Making sure that more people, including those who don’t use banks often, can access digital banking services easily. Digital Risk refers to Protecting customers from online threats, fraud, and privacy issues as banking moves to digital platforms.

[bookmark: _Toc196851813]Aims and Objectives
To investigate key factors influencing customer protection in Saudi Arabia’s digital financial services.
Objectives: 
To analyze the impact of digital banking on customer protection.
To identify key factors that affect customer safety in digital financial services.
To determine the most influential factor in ensuring customer protection.
To provide recommendations for enhancing security in Saudi Arabia’s digital banking sector.
[bookmark: _Toc196851814]Research Questions
What are the key factors influencing customer protection in Saudi Arabia’s digital financial services?
How does digital banking impact customer safety and experience?
Which factor has the greatest influence on customer protection in digital banking?
What measures can financial institutions adopt to enhance customer protection?
[bookmark: _Toc196851815]Scope of the Study
This study focuses only on Saudi Arabia’s digital financial services industry and examines the impact of digital banking on Saudi customer protection.
[bookmark: _Toc196851816]Research Problem
This research is motivated by the ongoing practical debate and the lack of empirical studies on the consequential link between financial inclusion and customer protection, especially in Saudi Arabia. There is a need to understand and strengthen customer protection mechanisms to ensure long-term trust and competitiveness.
[bookmark: _Toc196851817]Methodology
This research will include quantitative approach. Data collection is expected to involve surveys, and secondary data analysis such a review of the literature, allowing researchers to gather insights from customers and industry experts on security concerns in digital banking. The analysis focuses on evaluating the impact of each factor on customer protection, with a particular emphasis on information security, identified as the most significant driver. By examining these elements, the study aims to provide a comprehensive understanding of the challenges and opportunities in safeguarding digital banking users.
[bookmark: _Toc196851818]Literature Review
[bookmark: _Toc196851819]Financial Inclusion
Financial Inclusion (FI) became more well-known in the 1970s when the World Bank started encouraging financial services to help fight poverty. In 1997, the United Nations held the Microfinance Summit to help more low-income people get access to financial services. In the early 2000s, FI became an important topic for governments and global organizations, as it was seen as a key way to support economic growth and reduce poverty. In 2005, the G8 leaders created the Global Partnership for Financial Inclusion to support FI in developing countries (Ozili 2020).
The United Nations Development Programme says Financial Inclusion (FI) means offering different types of official financial services to people, from basic ones like saving and borrowing to more advanced ones like insurance and pensions (Wang’oo 2013). Leeladhar (2006) explained FI as giving banking services in a way that makes them affordable for disadvantaged people, especially those with low incomes. Thorat (2008) also described FI as providing affordable financial services to poor and disadvantaged groups through formal financial institutions. Sarma (2008) said FI means making sure everyone in the economy can easily access and use financial services. Arun and Kamath (2015) added that FI should mean everyone can get good quality, affordable, and respectful financial services. A United Nations Report also said FI is about providing financial services in a way that helps poor people become part of the official economy (Ozili 2020).
[bookmark: _Toc196851820]Risk Management Theory
Risk management plays an important role in financial inclusion (FI) because it helps create and provide financial services that meet the needs of people who are usually left out, like low-income families, women, young people, and small businesses. FI aims to give these groups access to affordable financial products. Good risk management is key to making sure these services are safe, reliable, and long-lasting.
This means understanding and handling different kinds of risks, such as:
Credit risk (when borrowers might not repay loans)
Operational risk (problems in day-to-day activities)
Market risk (changes in market prices)
Liquidity risk (not having enough cash available)
Risk management theory also points out that digital risks are becoming more important today. To manage these, organizations need to stay ahead by spotting risks early, reducing their impact, keeping an eye out for new threats, and clearly communicating about cybersecurity. These steps help protect digital systems and keep them safe and trustworthy.
Sri Lanka’s banking industry is very competitive, which makes it difficult for banks to grow digitally. To stay ahead, most well-known financial institutions are focusing on digital transformation as a key strategy to expand and find new business opportunities using new technologies (Jayalath & Premaratne, 2021). However, a survey found that many of these digital efforts are struggling. The main problems include not having a clear digital plan, not understanding what business processes need to be updated, and not choosing the right technology for their needs (Jayalath & Premaratne, 2021). To successfully go digital, banks need a strong digital strategy with good leadership. They also need to update their current processes to work with digital tools, use the most suitable and cost-effective technology, and focus on customer engagement and service (Fatma & Khan, 2023).

[bookmark: _Toc196851821]Technological Advancements in Saudi Financial Sector
In recent years, new technology has helped a lot in improving Financial Inclusion (FI). Things like mobile banking, digital wallets, and online banks have made it easier and cheaper for people—especially those in remote or poor areas—to access financial services. The history of FI shows that over time, more attention has been given to making sure everyone, no matter where they live or how much they earn, can use financial services. Some experts believe that financial technology and innovation can help reach the poor by avoiding the usual barriers, helping achieve the Sustainable Development Goals (Saqib et al. 2023). These innovations can fix problems that have kept poor people from using financial services in the past (Al-Mudimigh and Anshari 2020). Financial innovation means creating new tools, technologies, and services to make financial services better and more available.
In Saudi Arabia, the Ministry of Finance has gone through a major digital change, making big improvements that have helped the government work better and faster. Some of the key changes include moving from paper to digital transactions, automating financial tasks, finishing work more quickly, making financial activities more transparent, improving customer service, making systems easier to use, working more efficiently, saving money, and being able to analyze financial data and predict future trends. (mof.gov.sa)
The Ministry of Finance (MoF) has also built strong data centers, improved cybersecurity, and started using artificial intelligence. It has created a modern work environment focused on tech skills, connected different government agencies, sped up the move toward a fully digital economy, and helped develop skilled workers.
[bookmark: _Toc196851822]Improvements and Achievements
These improvements have led to many successes in digital services and made government work more efficient. They also show MoF’s commitment to offering smart digital tools and making government operations more transparent and effective. This supports Vision 2030 and helps make Saudi Arabia’s economy more competitive.
Some of the most important accomplishments include launching:
"Etimad" – a platform for government financial services
"Sarf" – a system for managing government employees’ financial rights
"Tahsil" – a system for collecting public money
"Sadad" – a platform for citizens and residents to pay government fees online
The use of electronic salary and payment systems
Efforts to improve how government money is spent
These steps have helped improve many national financial systems like budgeting, accounting, payments, purchasing, supply chains, asset tracking, billing, collections, and human resources.
[bookmark: _Toc196851823]Financial Sector Development Program
The Financial Sector Development Program plays a crucial role in shaping the future of Saudi Arabia's financial sector to promote income diversification, boost savings, and offer various financing and investment opportunities. By creating a strong, dynamic, and stable sector, the Program is driving economic growth and diversification in the Kingdom. As the Kingdom’s economy continues to thrive, the Program is strengthening financial sector institutions, advancing the financial market, encouraging savings, and fostering the growth of fintech startups in their pursuit of a world-leading financial sector. (Vision 2030.gov.sa., n.d.)
Started in 2018, the Financial Sector Development Program aims to improve Saudi Arabia’s financial industry, focusing on banking, insurance, stock markets, and debt markets. Its goal is to strengthen financial institutions and make the country’s financial market more competitive and advanced. (Vision 2030.gov.sa., n.d.)
The Program works closely with the Saudi Central Bank (SAMA) to make banking services easier to access. By using technology and offering a variety of financial products, it helps improve the banking system’s stability, convenience, and growth. It also partners with the Capital Market Authority (CMA) to build a more advanced capital market with more investment options. The Program is modernizing Saudi Arabia’s financial system by updating laws and rules to match the best international standards. (Vision 2030.gov.sa., n.d.)
So far, the Program has made great progress, including launching a FinTech strategy, approving three digital banks, and setting up a Financial Academy to train future leaders in finance. Thanks to these efforts, Saudi Arabia’s stock market (Tadawul) is now one of the world’s top 10 markets and is listed on major global indexes like MSCI, S&P Dow Jones, and FTSE Russell. The Program continues to follow global trends to create a modern and innovative financial system that supports new businesses, boosts private sector growth, and positions Saudi Arabia as a top hub for FinTech companies. (Vision 2030.gov.sa., n.d.)
[bookmark: _Toc196851824]Digital Banking System in Saudi Arabia
[bookmark: _Toc196851825]NEO BY SNB
Saudi National Bank (SNB), the biggest bank in Saudi Arabia, has introduced "NEO" Digital Banking to offer a new and advanced digital banking experience. This move is part of the bank’s plan to support digital growth, in line with Vision 2030. With NEO, SNB aims to provide a wide range of important and creative banking services, along with new products that make banking easier and better for customers. This will help improve service quality and strengthen Saudi Arabia’s digital banking presence both inside the country and around the world. (ahli.com., 2024)
NEO is designed to provide a unique banking experience that meets and exceeds customers' daily needs, including advanced services such as easy account opening, executing financial transfers and payments, issuing multi-currency "Mada" cards, along with an innovative loyalty program that enables customers to collect points and redeem them for valuable benefits.
It also includes personal expense management, saving, currency exchange, financing services, and an e-commerce store offering gifts, entertainment, electronic games, and various options. ahli.com., 2024)
[bookmark: _Toc196851826]D360
D360 Bank follows the rules of Islamic Shariah in all its banking activities. To make sure it stays compliant, the bank has set up an independent Shariah committee to check and supervise its operations, products, and services.
D360 Bank is a Saudi digital bank that uses advanced technology for its banking services. It was officially licensed as a local digital bank by the Saudi Council of Ministers on February 15, 2022. The bank was created by a group of investors, including both companies and individuals, in partnership with the Public Investment Fund (PIF), and is led by Derayah Financial Company. Its capital is about SAR 1.65 billion. D360 is the third digital bank licensed in Saudi Arabia. Before it, on June 23, 2021, the Council of Ministers approved two other digital banks: STC Bank (formerly STC Pay) with a capital of SAR 2.5 billion, and the Saudi Digital Bank, formed by a group of companies and investors, with a capital of SAR 1.5 billion. (Saudipedia., n.d.)
[bookmark: _Toc196851827]STC Pay
STC Bank is known as the first digital bank in Saudi Arabia. It was created by turning the Saudi Digital Payments Company (STC Pay) into a local digital bank, with approval to operate in the Kingdom and a capital of SAR 2.5 billion. In June 2021, the Saudi Council of Ministers approved its banking license. Around the same time, a second digital bank called the Saudi Digital Bank was also licensed. This bank was formed by a group of companies and investors, led by Abdulrahman Bin Saad Al-Rashed and Sons Company, with a capital of SAR 1.5 billion. Later, in February 2022, the Council of Ministers approved a license for a third digital bank called D360 Bank. It was set up by a group of institutional and individual investors, including support from the Public Investment Fund, and is led by Derayah Financial Company. The bank’s capital is SAR 1.65 billion. (Saudipedia., n.d.)
[bookmark: _Toc196851828]Framework and Hypothesis
[bookmark: _Toc196851829]Encryption Mechanism
Encryption is a way to protect data by turning it into a scrambled format that can't be read by others. Only someone with a special key can turn it back into its original form. This helps stop hackers and unauthorized people from accessing important information. Encryption is especially important for banks because it keeps their systems safe and helps protect online payments. When customers know their transactions are secure, they feel more confident using digital banking services (Muhtasim et al. 2022).
Hypothesis 1 : A strong encryption system improves customer protection in digital banking.
[bookmark: _Toc196851830]Authentication Mechanism
Authentication is an important step that checks if a person is really who they say they are. It helps make sure that only the right person can do certain actions, which reduces the chances of someone stealing their identity. For example, when making a payment, users might be asked to enter a one-time password (OTP) to confirm it’s really them. This process helps build trust and improves the overall experience for people using digital wallets (Cheah et al. 2021). Because trust is so important, digital wallet providers must make sure their authentication systems are strong so that users feel safe and secure.
Hypothesis 2: Strong authentication systems help protect customers better in digital banking.
[bookmark: _Toc196851831]Information Provided
According to Ozili (2018), as more people use digital tools like mobile money, cyberattacks have also increased. These attacks can put customer data at risk and make people worry about their privacy. Because of this, many customers have started to lose trust in using digital platforms for payments and other financial activities.
Digital wallet services can help fix this problem by giving users clear and helpful information about how their data is protected. When customers understand the safety steps being taken, they are more likely to trust the system. But if they don’t know anything about the security measures, they may be afraid to use the service. Also, when customers are more informed about how digital payments work, they’re more likely to keep using digital wallets. Sharing the right security information can help customers feel safer and more confident (Akhila Pai 2018).
Hypothesis 3: Customer protection in digital banks improves when users are well-informed.



[bookmark: _Toc196851832]Methodology
[bookmark: _Toc196851833]Research Design 
The research design serves as a structured plan outlining the procedures for conducting the study, including data collection and analysis of the variables identified in the research problem. This study employed a cross-sectional survey design. The unit of analysis refers to the primary entity being examined, which can be individuals, households, or organizations. In this study, organizations (banks operating in Saudi Arabia) were chosen as the unit of analysis. 
[bookmark: _Toc196851834]Research Approach
This research employs a quantitative research approach to collect responses from selected participants. The objective is to assess how different risk-related factors influence customer protection in the use of digital financial services within the Saudi banking sector.
The research also uses a qualitative approach. A comprehensive literature search was conducted using well-known academic databases such as Scopus and Google Scholar. To enhance search accuracy, keywords were finalized through brainstorming sessions, and broader search parameters were initially used, with refinements applied as needed to focus specifically on digital financial services and customer protection within the Saudi Arabian context.
[bookmark: _Toc196851835]Data Collection Tools
The measurement tools used in this study were adapted from previously validated research instruments. The constructs measured included authentication mechanisms, encryption methods, data privacy, and information transparency—with items derived and modified from Muhtasim et al. (2022). The variable responsiveness was measured using items adapted from Kaur et al. (2021), and customer protection was assessed with reference to Bongomin and Ntayi (2020). 
[bookmark: _Toc196851836]Data Collection Procedure
To explore the impact of various risk factors on customer protection in digital banking, a structured survey was developed. The questionnaire comprised statements, with an initial section gathering demographic information such as age, gender, and occupation. Participants responded to each item using a five-point Likert scale ranging from 1 (strongly disagree) to 5 (strongly agree).
The survey was administered to customers of various Saudi banks from March 2025 – April 2025. Participants were selected based on their use of digital financial services in the Kingdom. A total of 100 valid responses were obtained.








[bookmark: _Toc196851837]Results 
From the survey for this research, we were able to collect a total of 58 research responses. The findings of the survey are mentioned in separate sections.
Section 1: Demographic Information

81% of the research participants were female and 19% of the research participants were male. 

74% of the research participants belonged to the age group of 20 – 30 years, 15% of the research participants belonged to the age group of 31 - 35 years and 10% of the research participants belonged to the age group of 36 – 40 years.

56% of the research participants were bachelor’s students, 15% of the research participants were master’s students and 17% of the research participants were diploma students.

44% of the research participants were students, 6% of the research participants were business owners, 12% of the research participants were part time employees, 15% of the research participants were unemployed and 20% of the research participants were employed.
Section 2: Authentication Mechanisms

51% of the research participants strongly agreed that, “their bank provides secure authentication methods for digital banking”, 22% of the research participants agreed that, “their bank provides secure authentication methods for digital banking”, 19% of the research participants were neutral that, “their bank provides secure authentication methods for digital banking”, 5% of the research participants disagreed that, “their bank provides secure authentication methods for digital banking”, 1% of the research participants strongly disagreed that, “their bank provides secure authentication methods for digital banking”.

48% of the research participants strongly agreed that, “they feel confident using the authentication process provided”, 34% of the research participants agreed that, “they feel confident using the authentication process provided”, 15% of the research participants were neutral that, “they feel confident using the authentication process provided”, 15% of the research participants disagreed that, “they feel confident using the authentication process provided”.

37% of the research participants strongly agreed that, “multi – factor authentication enhances the security of their online transactions,” 27% of the research participants agreed that, “multi – factor authentication enhances the security of their online transactions,” 25% of the research participants were neutral that, “multi – factor authentication enhances the security of their online transactions,” 6% of the research participants disagreed that, “multi – factor authentication enhances the security of their online transactions,” and 1% of the research participants strongly disagreed that, “multi – factor authentication enhances the security of their online transactions,”.
Section 3: Encryption Mechanisms

36% of the research participants strongly agreed that, “they believe that their bank uses strong encryption techniques to protect their transactions.” 29% of the research participants agreed that, “they believe that their bank uses strong encryption techniques to protect their transactions.” 24% of the research participants were neutral that, “they believe that their bank uses strong encryption techniques to protect their transactions.” 6% of the research participants disagreed that, “they believe that their bank uses strong encryption techniques to protect their transactions.”, 1% of the research participants strongly disagreed that, “they believe that their bank uses strong encryption techniques to protect their transactions.”

37% of the research participants strongly agreed that, “they are aware of the encryption security measures taken by their bank” 36% of the research participants agreed that, “they are aware of the encryption security measures taken by their bank, 19% of the research participants were neutral that, “they are aware of the encryption security measures taken by their bank, 3% of the research participants disagreed that, “they are aware of the encryption security measures taken by their bank and 1% of the research participants strongly disagreed that, “they are aware of the encryption security measures taken by their bank.
Section 4: Information Provided
[image: ]
60% of the research participants have strongly agreed that, “their bank provides a clear guideline on safe digital practices”, 20% of the research participants have agreed that, “their bank provides a clear guideline on safe digital practices”, 10% of the research participants were neutral that, “their bank provides a clear guideline on safe digital practices”, 5% of the research participants disagreed that, “their bank provides a clear guideline on safe digital practices” 3% of the research participants strongly disagreed that, “their bank provides a clear guideline on safe digital practices”.

53% of the research participants strongly agreed that, “they receive timely notifications about security updates or potential risks”, 31% of the research participants agreed that, “they receive timely notifications about security updates or potential risks”, 12% of the research participants were neutral that, “they receive timely notifications about security updates or potential risks”.
Section 5: Consumer Protection

56% of the research participants strongly agreed that, “they feel insecure while using digital banking services”, 24% of the research participants agreed that, “they feel insecure while using digital banking services”, 13% of the research participants were neutral that, “they feel insecure while using digital banking services”, 3% of the research participants disagreed that, “they feel insecure while using digital banking services” and 1% of the research participants strongly disagreed that, “they feel insecure while using digital banking services”.

36% of the research participants strongly agreed that, “their bank ensures fair treatment of customers regarding digital transactions”, 41% of the research participants agreed that, “their bank ensures fair treatment of customers regarding digital transactions”, 13% of the research participants were neutral that, “their bank ensures fair treatment of customers regarding digital transactions”.
[bookmark: _Toc196851838]Discussions
Using Excel Functions “COUNT IFS” and “PIVOT TABLES” for demographics analysis.

Descriptive Statistics
	Items
	Mean
	Standard Deviation

	AUTHENTICATION MECHANISMS

	AM1: My bank provides secure authentication methods for digital banking.
AM2: I feel confident using the authentication process provided.
AM3: Multi-factor authentication enhances the security of my online transactions.
	4.172413793
4.293103448
3.931034483


	1.028334218
0.794909698
1.040615017


	ENCRYPTION MECHANISMS

	EM1: I believe my bank uses strong encryption techniques to protect my transactions.
EM2: I am aware of encryption security measures taken by my bank.
EM3: Encrypted communication increases my confidence in online banking.

	3.879310345
4.017241379
4.25862069

	1.093482866
1.017243943
0.828449086


	INFORMATION PROVIDED

	IP1: My bank provides clear guidelines on safe digital banking practices.
1P2: I receive timely notifications about security updates or potential risks.
IP3: The bank provides sufficient information to help me protect my account.
	4.293103448
4.327586207

4.120689655

	1.076195715
0.886307757

0.859979319


	CUSTOMER PROTECTION

	CP1: I feel secure while using digital banking services.
CP2: My bank ensures fair treatment of customers regarding digital transactions.
CP3: The bank follows responsible business practices to ensure customer safety.

	4.310344828


4.017241379



4.24137931


	0.958926603


1.017243943



0.923577044




Mean (Average)
The average rating for each question ranges from 3.5 to 4.5
This means that most respondents agreed or leaned toward agreement (since 3 = neutral, 4 = agree)
Standard Deviation
This shows how spread out the responses were.
Values ranged from 0.8 to 1.1, which means there was some variation, but not extreme.
A low standard deviation (closer to 0) means most people answered similarly.
A higher standard deviation (closer to 1.1) means opinions varied more.
	Construct
	Items
	Mean (Avg)
	Std. Dev. (Avg)
	Interpretation

	Authentication Mechanisms
	AM1–AM3
	4.13
	0.95
	Positive agreement, moderate spread

	Encryption Mechanisms
	EM1–EM3
	4.05
	0.98
	Moderate-high confidence

	Information Provided
	IP1–IP3
	4.25
	0.94
	High agreement, moderate spread

	Customer Protection
	CP1–CP3
	4.19
	0.97
	Positive perception, moderate spread



Reliability Test (Cronbach’s Alpha)
Cronbach's Alpha is calculated using the Mean and SD method for small samples 

1. Authentication Mechanisms (AM1–AM3)
Variance (avg): (1.057 + 0.632 + 1.083) / 3 ≈ 0.924
Estimated α ≈ 0.78 → Acceptable

2. Encryption Mechanisms (EM1–EM3)
Variance (avg): (1.195 + 1.035 + 0.686) / 3 ≈ 0.972
Estimated α ≈ 0.75 → Acceptable

3. Information Provided (IP1–IP3)
Variance (avg): (1.158 + 0.786 + 0.740) / 3 ≈ 0.895
Estimated α ≈ 0.77 → Acceptable

4. Customer Protection (CP1–CP3)
Variance (avg): (0.919 + 1.035 + 0.853) / 3 ≈ 0.936
Estimated α ≈ 0.76 → Acceptable
	Construct
	Mean
	Std. Dev.
	Cronbach's Alpha
	Interpretation

	Authentication Mechanisms
	4.13
	0.95
	0.78
	Good internal consistency

	Encryption Mechanisms
	4.05
	0.98
	0.75
	Acceptable reliability

	Information Provided
	4.25
	0.94
	0.77
	Acceptable reliability

	Customer Protection
	4.19
	0.97
	0.76
	Acceptable reliability


[bookmark: _Toc196851839]
Conclusions and Recommendations
In recent years, digital banks have become more popular because they offer easy and cash-free ways to make daily payments and transactions. However, not much research has been done to carefully look at the security aspects when building these digital payment systems. Without fully understanding these security needs, the growth of digital banking could be held back. This study aims to address this gap by identifying the key security factors that digital financial service providers should focus on. From this research, we found out that while users generally trust the technical security mechanisms provided by banks—such as authentication and encryption—there remains a significant emotional gap in perceived safety. Most participants showed confidence in authentication processes and believed in the strength of encryption methods, but a notable minority remained neutral, pointing to a need for improved user education and transparency. Banks were seen as effective in providing security guidelines and updates, which reflects positively on their communication strategies. However, despite these efforts, a large proportion of users still feel insecure using digital banking services, suggesting that technical measures alone are not enough—users also need reassurance, education, and user-friendly explanations to feel truly protected.
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SURVEY QUESTIONNAIRE
Section 1: Demographics
Age: 
☐ Below 25
☐ 25–35
☐ 36–45
☐ 46 and above
Gender: 
☐ Male
☐ Female
☐ Prefer not to say
Occupation: 
☐ Student
☐ Employed
☐ Self-employed
☐ Other (please specify) ________
Education Level: 
☐ Bachelor’s Degree
☐ Master’s Degree
☐ Post-Master’s Level
Section 2: Risk Factors and Customer Protection in Digital Banking
Please indicate your level of agreement with the following statements using the scale below:
(1 = Strongly Disagree, 2 = Disagree, 3 = Neutral, 4 = Agree, 5 = Strongly Agree)
1. Authentication Mechanisms
AM1: My bank provides secure authentication methods for digital banking.
AM2: I feel confident using the authentication process provided.
AM3: Multi-factor authentication enhances the security of my online transactions.
2. Encryption Mechanisms
EM1: I believe my bank uses strong encryption techniques to protect my transactions.
EM2: I am aware of encryption security measures taken by my bank.
EM3: Encrypted communication increases my confidence in online banking.
3. Information Provided
IP1: My bank provides clear guidelines on safe digital banking practices.
1P2: I receive timely notifications about security updates or potential risks.
IP3: The bank provides sufficient information to help me protect my account.
4. Customer Protection
CP1: I feel secure while using digital banking services.
CP2: My bank ensures fair treatment of customers regarding digital transactions.
CP3: The bank follows responsible business practices to ensure customer safety.
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