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ABSTRACT Prediction models are vital for sensing zero-day and even n-day cyberattacks, particularly in
healthcare infrastructure. Most existing research focuses on developing classifiers also known as IDS to
enhance detection and accuracy. However, predictive intrusion models for healthcare remain underexplored,
with limited studies investigating the comparative performance of univariate and multivariate inputs against
single-step and multi-step outputs in time series models. This study aims to address these gaps by evaluating
the accuracy and error performance of selected predictive models across various input and output configu-
rations. The methodology involves transforming input data sequences into univariate /*n and multivariate
m*n formats, establishing single-step and multi-step splitting functions, and evaluating these configurations
using the benchmark CIRA-CIC-DoHBrw-2020 dataset. Algorithms including Bidirectional LSTM, Stacked
LSTM, Vanilla LSTM, Transformer Encoder-Decoder, Vector Output LSTM (GRU core), and CNN were
applied, with results visualized to assess performance. The findings reveal that the Multivariate LSTM model,
when trained on a sequence of multivariate inputs, demonstrates superior predictive performance, achieving
low MAE error rates of 0.4% for single-step predictions and 0.1% for multi-step predictions. Additionally,
GRU and Transformer models exhibit heightened sensitivity to specific input sequence configurations.
In conclusion, our study demonstrates that Transformer Encoder-Decoder based prediction models exhibit
exceptional prediction performance. This effectiveness is attributed to their ability to capture contextual and
critical information from input sequences. These findings provide valuable insights for designing advanced
intrusion prediction models, paving the way for improved prediction capabilities in future systems.

INDEX TERMS Intrusion prediction model, intrusion detection system (IDS), multivariate, univariate, data
visualization, machine learning in cybersecurity, intrusion prediction in healthcare.

I. INTRODUCTION

The growing reliance on predictive modeling in cyber-
security, particularly within healthcare infrastructure, has
highlighted the importance of time series analysis for fore-
casting intrusion events before they occur. Despite its
potential, a significant gap persists in understanding how
input sequence configurations namely, univariate versus
multivariate inputs—and output types—such as single-step
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versus multi-step forecasting—affect the performance of time
series-based intrusion prediction models. These aspects are
especially critical in dynamic environments, like healthcare
networks, where attack patterns evolve over time and deci-
sions must be made proactively.

Existing research often overlooks this interplay, failing to
provide a comparative understanding of how different config-
urations influence model performance. Specifically, there is
limited investigation into how predictive accuracy and error
metrics vary across architectures such as Long Short-Term
Memory (LSTM), Gated Recurrent Unit (GRU), Trans-
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former, and Convolutional Neural Networks (CNN), when
subjected to various input-output configurations. Moreover,
while predictive models have proven valuable in fields like
energy, meteorology, and finance [1], [2], [3], [4], [5], [6], [7],
[8], [9], their application in network intrusion prediction—
especially in healthcare settings—remains underexplored.
Additionally, Time-series analysis has become increasingly
central to cybersecurity analytics, supporting a shift from
traditional intrusion detection toward proactive attack predic-
tion [10].

A comprehensive synthesis review [11] further under-
scores the scarcity of studies that examine the relationship
between multivariate and univariate input types in the context
of single-step and multi-step forecasting models. The authors
emphasize the importance of reproducible and transparent
methodologies, such as hybrid reviews, consensus confer-
ences, and expert panels, for developing evidence-based
insights [12]. These systematic approaches are essential to
assess the performance and applicability of predictive models
in real-world use cases, including the healthcare domain.

Furthermore, current research predominantly focuses on
detection classifiers rather than forecasting methods, leaving
a gap in predictive modeling for Advanced Persistent Threats
(APTs) and zero-day attacks. Where prediction models have
been used, LSTM and its variants dominate the landscape [2],
[6], [7], yet there is a lack of studies comparing their per-
formance with other deep learning techniques under different
sequence configurations.

An additional limitation lies in the datasets typically
used in intrusion prediction studies. Most publicly available
datasets fail to capture the complexity of real-world health-
care traffic, leading to models that may perform well in
controlled environments but poorly in operational settings.
The CIRA-CIC-DoHBrw-2020 dataset [11], in contrast,
closely resembles modern healthcare network behavior, mak-
ing it particularly suited for evaluating intrusion prediction
techniques under realistic conditions.

This study aims to fill these critical gaps by conducting a
detailed comparative synthesis review and empirical analysis
of widely used predictive models—including LSTM variants,
GRU, Transformer, and CNN—under varying configurations
of input sequences (univariate vs. multivariate) and forecast
horizons (single-step vs. multi-step). Unlike previous studies,
this work focuses not on proposing a new model but on
analyzing the impact of configuration choices using a novel
sequence-splitting function designed for time series predic-
tion.

While grounded in the broader context of Intrusion Detec-
tion Systems (IDS), this study specifically addresses intrusion
prediction in healthcare settings. Medical data typically
follows a sequential structure of symptoms, diagnoses, treat-
ments, and outcomes. Thus, accounting for these temporal
dependencies is essential for building robust predictive sys-
tems. Our evaluation strategy offers insights not only into
which models perform best, but also how to configure them
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effectively for proactive, real-time protection of sensitive
healthcare environments.

By addressing these underexplored dimensions, the find-
ings of this research offer practical guidance for designing
context-aware and accurate intrusion prediction systems,
while also laying the groundwork for future research on
optimizing predictive configurations in cyber defense. The
contributions of this work are as follows:

« A systematic review and comprehensive analysis of pre-
diction models across diverse domains, with a particular
emphasis on their application in healthcare intrusion
prediction systems.

« Development of diverse algorithms for configuring input
sequences in predictive models implemented on LSTM
variants, GRU, Transformer, and CNN architectures.
It is also designed to train on the time-series CIRA-
CIC-DoHBrw-2020 benchmark dataset where its traffic
protocol implemented on healthcare network.

« Development of a novel pre-processing split-function
algorithm to efficiently handle multidimensional
time-series input sequences from the CIRA-CIC-
DoHBrw-2020 benchmark dataset.

o Visualization of predictive performance of various
LSTM variants, GRU, Transformer and CNN-based pre-
dictive models where its accuracy and error rate will be
comparatively analyzed using various novel data split-
ting algorithms.

« Identification of critical shortcomings in existing public
datasets, emphasizing the need for realistic, real-time
datasets to reflect contemporary network threats in
healthcare industry effectively.

The remainder of the article is structured as follows:
Section II provides a systematic review of prediction models,
identifies research gaps, and formulates a synthesized prob-
lem statement. Section III details the comparative evaluation
methodology, including dataset preprocessing, restructuring,
training and testing dataset division, model training and test-
ing with various LSTM, GRU, Transformer and CNN-based
prediction approaches, and performance evaluation to iden-
tify the most effective model. Section I'V presents the findings
of the models’ performance, followed by the discussion and
study limitations in Section V. Finally, Section VI concludes
the article.

Il. SYSTEMATIC LITERATURE REVIEW

This section provides a comprehensive review of studies
related to the impact of multivariate and univariate inputs
on intrusion prediction models within the healthcare indus-
try. Identifying relevant literature was challenging due to
the specificity of the topic. A targeted search using key-
words such as “review,” “multivariate,” ‘“‘univariate,” “‘time
series,” ““intrusion prediction model,” and ‘“‘healthcare” in
the Web of Science (WoS) core collection yielded no direct
results, as depicted in Figs. 1 and 2.
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FIGURE 1. Systematic Literature Review (SLR) keywords on prediction model in healthcare.
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FIGURE 2. No records were found to match the 2024 and 2025 filters on
intrusion + prediction + models + healthcare + infrastructure.

Most research in the healthcare domain emphasizes real-
time classification, detection, and prediction within health-
care monitoring systems. For instance, the study in [13]
explores real-time time-series classification in Internet of
Medical Things (IoMT) systems, proposing energy-efficient
machine learning (ML) algorithms to reduce latency and
improving online classification. Similarly, studies in [14],
[15], and [16] focus on continuous, real-time eHealth remote
monitoring systems for tracking physiological signs, elderly
care, and heart monitoring, all aligned with specific health
informatics standards and ML frameworks within healthcare
industry.

On the other hand, literature searches within a broader
domain of time-series prediction, IDS and their applications
in healthcare identified 14 relevant studies, as shown in Fig. 3.

Additionally, Fig. 4 highlights a broader scope of generic
prediction models in healthcare, which were based on
150 papers published between 2020 and 2024. The remaining
search results covered diverse topics, including healthcare
prediction models and applications in transportation, elec-
tricity, meteorology, and time-series forecasting, as already
depicted in Fig. 3. However, a consistent gap persists, as most
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FIGURE 4. Extended related Systematic Literature Review (SLR) keywords.

existing works focus heavily on classifier development, leav-
ing intrusion prediction models underexplored.

Finally, Table 1 summarizes key features from past studies
on intrusion prediction models, highlighting critical areas
for further investigation. To delve deeper into this topic, the
literature review is divided into four sub-sections. Section A
examines prediction models across various domains, while
Section B focuses on generic prediction models in health-
care. Section C identifies research gaps in existing studies,
and Section D synthesizes these findings into an extended
problem statement, offering a clear direction for addressing
identified gaps.

125899



M. H. M. Yusof et al.: Impact of Input Sequence Types on Healthcare Intrusion Prediction Models

IEEE Access

(uonoafuy Aewouy) [L1]Te 30
Icoc 195€)B( NJ 9[S00D % 2% N % 71 ‘Sueyyz
[81]1e»
0T 86 V&IVA s N N N N s H ‘tuopes
loz] e »
e0T L10TSdI-OID VA VA N N N N N | HEAEN
\A4
l61] 1812
L10TSAI-OID
‘ n1eqo
10T 1 <sroz-aas-1sN 2 % 2 4 / e
STAN-MSNN'66 [cel e
€0t | gax aay-1sN / a i ’ i A waxr
108818 INGEE
woysAS juswageue QTAOWIAI,
0T S N N N N N N NP n
JUSUIUIOIIAUL] ‘N
EECIERTN 11l 1e
0T ‘A310U9 IEJOS 201§ N s N N N RIS
;ﬁ [6]Te
3 NVA
0T pajerduas [HNINO A N N N N Al oen XA
(8]
‘[e 30 ue
€c0c 1osele SUPEH 12D a N N a auva N LINOSUBIA
d
(L]
eyep [20130[0109)oW ‘[elo e
810T ¢"7INd Suifiog A VA% a a a A Vs N MeuINYD
Rl
oL
7202 aqyoid xe[os puim G2 N N N N A .Hon:m_m\ua
ue 1omod [e011)00 :
P! [ed109919 Va Vv
(qeryren) [s1re
£€coc HOYV s.o18ug N A% N N N N 30 Suoy ‘1
] [¥] Te
e0T 66-daX N N N N N A ung ‘&
SO10UdT Y
uoneyodsuer ], [€] TR0
£€c0c BIWIOJI[B)D) N N auva N N Suoyz ‘D
Keg-swog
i 2 o g
] a0 @ Q = |8 = =
> o2 | a¢ gz | 2 |B |2z TEE | & T |z > |8 g |5
=E |52 | B2 |2 k|52 |2 |BI2|E|5082FE|5 |2|5|5|=|&2(2|2]F|E
awax 1sereq UL sar |RE|EE| 22 |2 B 28| 2 |Blc|2|alas Pl & |2|28|2|E|2|2|2|8 |5 | souy
N B |RE | " g2 | 5 |E|E(S|FFEE | | |RIE7 |72 |55
) & =1 W = o g Wv & @
uoneneAy uonnqLIUO0)) UIBJAl mding S[OPOJAl UOIIIPATJ PIZISAYIUAS ynduy

*saipnjs uoipipaid uoisnijuil pajejas jo Alewwing | 319vVL

VOLUME 13, 2025

oV

\n

125900



M. H. M. Yusof et al.: Impact of Input Sequence Types on Healthcare Intrusion Prediction Models

IEEE Access

A. INTRUSION PREDICTION MODELS IN VARIOUS
DOMAINS

This section provides an extensive discussion on prediction
models across various domains, highlighting their method-
ologies, applications, and performance in specific contexts.

The authors in [3] discovered three main issues in multi-
variate time series forecasting and two of them are related
the neural architecture; 1) a discrete neural block to encode
patterns lead to discontinued state trajectories hence higher
forecasting errors 2) redundant parameters lead to higher
computational overheads. They proposed a Convolutional
End model by first abstracting the multivariate time series
events into dynamic graphs and subsequently applying dif-
ferential equated neural network to complement the missing
topologies. The evaluation is applied on single and multi-step
forecasting. The multivariate series input in this research is
represented by X € RV*P*S where N, D and S are variables,
dimensions and time steps respectively. Given a sequence
of T observations X; ;1,17 € RV*P*T the objective is to
learn a new spatial temporal (spatiotemporal) data from the
proposed model for which the function is denoted by f (.) :
RN*D+T . RN*D'_ Finally, the output is represented by
Hoyt = f(Xt41:+47). The model is tested against amongst
others Pems-Bay a dataset that is provided by California
Transportation Agencies.

The study in [17] introduces AURORA, a model for
detecting anomalies in time series with seasonal patterns and
long-term trends. It combines frequency- and trend-based
techniques using a Ramanujan periodic dictionary and
spline functions to model normal behavior. This hybrid
approach enhances anomaly detection performance, and
while primarily applied to domains like finance and secu-
rity, it demonstrates the potential of leveraging periodicity
and memory-based features for time-series anomaly detec-
tion. Although not directly aligned with intrusion prediction,
it offers relevant insight into hybrid temporal modeling strate-
gies.

The authors in [12] analyzed significant differences
between various prediction model that applies LSTM and
transformation law on multivariate data. Presumably, LSTM
is said to be insufficient in handling various degrees of
attention in multivariate data. Hence a prediction model
that is based on Multi-Layer Perceptron (MLP) combined
with LSTM added to a feed forward attention mecha-
nism is proposed. The input layer is denoted by x;" =
w.x;! + b where w.x;' is the product of N-dimensional
input vector and its weight added to the bias. Feed for-
ward attention is designed with complex weighted sum.
The calculation process is equated by the following for-
mula; a(x;") where a is the entire dimension of the attention
weights. However, the conclusion as to add the additional
layer to maintain its attention level is still hypothetical
as it is based on literature triangulation. This is clearly
stated in the paper at the last paragraph of the introduction
section. Hence an empirical review as to assist the decision is
required.

VOLUME 13, 2025

Alternatively, author in [18] designed a proactive model
known as Lyapunov Exponent Analysis and Echo State Net-
work (LEAESN) to predict DDoS attacks in critical
multimedia-based e-health infrastructure. Due to the reactive
nature of existing detection systems, which only able to
operate after an attack, this prediction model is introduced.
Lyapunov Exponents (LEs) measure the trajectories rate in
a dynamical system for which it provides insight into the
system’s chaotic behaviour. A technique called Exponential
Smoothing is used to predict the future traffic which is widely
used in time series forecasting analysis. It is mainly deployed
in sales forecasting, inventory management, economic fore-
casting and weather prediction. It uses smoothing factor, o,
which indicates the weight of the most current observation.
Higher the, «, value constituted a significant event. However,
itrequires careful selection of this smoothing parameter. Con-
versely, Echo State Networks (ESNs) are a type of recurrent
neural network (RNN) designed to efficiently model tem-
poral sequences and dynamical systems. Prediction error is
measured based on the difference between the time series
prediction and the observed traffic of the network. The com-
bination of LEAESN can enhance the understanding and
modeling of complex dynamical systems. The prediction
error rate MAE of this prediction model was evaluated against
the DARPA9S dataset.

In [5], the authors proposed a graph framework with
reduced significant parameters for multivariate prediction
model. The generated graph topology is assumed to be
time-invariant as to make it possible of generating aver-
age traffic behavior graph from kNN with Gaussian Kernel
weight. In this study, an undirected graph is represented by
G = (V,E, W), where V is a set of vertex (node) with N
vertices, E is the set of edge and W is adjacency matrix.
If vertices i and j are connected Ej; belongs to set E and W;;
is the set of edge weight in the adjacency matrix. Hence the
graph signal, X is the set of values on vertices that allows
a mapping from the vertex, V to a real number, R, which
denoted by X : V. — R¥. For instancem X; € R" is a graph
signal at time ¢ with NV vertices. Finally, the prediction model
that is introduced in this study is based on Autoregressive
Moving Average (ARMA). The Mean Absolute Error (MAE)
and Root Normalize Mean Square Error (RNMSE) evaluation
performance are tested against synthetic and real dataset.
The synthetic dataset is claimed to be effective at multistep
prediction from 1 to 6 steps and a real dataset is a univariate
time series from Engle’s ARCH.

In [6], the authors highlighted a univariate and multivariate
harmonic decomposition method to design time series pre-
diction model. In this study, the serial function is defined
as s(t) = %0 + Zﬁlvzl A,cos(wyt + 6,) where N is between
1 and infinity, 1 > N > oo, A, is the amplitude of the cos
graph, w, = 2m.n/T is the frequency angular and 6, is the
phase. This series describes arbitrary signal. The frequency
values will define the state variables hence describing the
time varying signal. When the signal converges from the
harmonics state, the model can be used to predict the output.
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It is also mentioned that to create a more accurate model,
statistical techniques should be incorporated in the analysis.
This statistical analysis will determine which variables should
be taken in and which variables should be opted out. This
model is tested against electrical power and wind solar profile
dataset.

The authors in [7] has analyzed significant differences by
comparing between multivariate and univariate time series
forecasting model precisions. The forecasting model is based
on Support Vector Machine (SVM) with Genetic Algorithm
(GA) optimizer. It was tested against Beijing PM2.5 meteo-
rological data which is publicly available at UC Irvine (UCI)
Machine Learning Repository. It is demonstrated by a simple
experimental tool that the three main dataset with univariate
inputs have top four (4) coefficient of determination, R>
values at lag time, t — 1, — 2, — 3 and att — 4. On a
flip side, the R?> of multivariate inputs has lower values as
compared to the univariate. The study concludes that the
univariate forecasting model has lower Root Mean Square
Error (RMSE) and Mean Absolute Percentage Error (MAPE)
as compared to the multivariate.

Similarly, authors in [8] introduced a prediction model
for detecting anomalies in Connected Autonomous Vehi-
cles (CAV) network. They applied LSTM and Convolutional
LSTM (ConvLSTM). The prediction engines is through the
Gaussian Naive Bayes method. The proposed prediction
model is then evaluated against Car Hacking Dataset, a pub-
licly available real-word dataset. The evaluation parameters
are accuracy rate and the F-scores. The results are also com-
pared with other one class classifier model like Isolation
Forest and Auto-encoder.

In [19], authors proposed a novel Al based detection model
for industrial Cyber-Physical Systems (CPS), encompass-
ing several application areas, including healthcare. Industrial
CPS environment is multidimensional and complex that inte-
grates industrial Internet of Things (IoT) components. They
leverage on GRU as a detection model to identify the presence
of intrusions within the Industrial Cyber-Physical Systems.
The GRU is a type of RNN architecture featuring a simple
gate structure. The model is validated against CICIDS-2017
and NSL-KDD 2015 dataset. The spatial dimension, D of the
input sequence is to be resolved by a defining optimization
mapping function, f(x). Every solution will be constrained to
a 1D binary vector.

A study in [20] introduces a metaheuristic deep learning
approach towards IDS in smart environments. Smart environ-
ments encompassing smart city, transportation and healthcare
which integrates internet and ubiquitous computing into its
environment. This approach applies Z-score normalization
technique on data pre-processing phase. For classification
and detection of intrusions in the smart environment, a Deep
Wavelet Neural Network (DWNN) model is employed.
DWNN is a hybrid model that blends the deep neural net-
works architecture with the strength of wavelet transforms.
Wavelet transform components consist of Time-frequency
localization and the feature extraction. In time-frequency
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localization, the wavelet transformations excel at scrutinis-
ing both frequency and time domains simultaneously. This
feature is crucial for depicting multi-scale information and
transient features. Two dimensional, x1 ;... x1; data of CIC-
IDS-2017 has been deployed as the training and testing input
dataset. This model yields a single binary output [0,1].

On the other hand, study in [21] proposed a multidimen-
sional time series-based model for early detection of illness
in the elderly population. The proposed novel model detects
similarities between two multi-attribute time series input
data based on a well-known discriminative model Smith-
Waterman (SW) from bioinformatics algorithm. This will
establish a clear method for ascertaining data aggregation, for
which previously was a source of uncertainty and frequent
challenges in sensor data processing. The multidimensional
time series dataset, S is a set of n couples (s;t;) where S =
{s1t1, ..., spty}. Each couple (s;t;) has two components: a
sensor, n and a timestamp ¢;. This model was evaluated against
the X10 protocol sensor dataset from TigerPlace, Columbia,
USA. It had achieved an F-measure score of 0.75 for predic-
tion.

Authors in [4] highlight the issue in existing intrusion
detection models which is discounting time-series features
of network traffic. Which in turn increases the memory
footprint as the features grow and leads to low accuracy
in detection time. In order to avoid such a problem, they
proposed an integrated intrusion detection model which is
based on the Informer model. It starts by obtaining a mul-
titude global input timestamps, hence a multivariate input,
X; where t is the sequence of input x. This Informer
module uses a fixed Position Encoding (PE) denoted by
PE(pos, 2i) : sin(pos/2L)*/%" where pos is data in the
X; position in the sequence, i is the dimension of the
sequence, L, is the length of sequence X;, dm is the dimen-
sion entered for the model and finally 2i represents an
even dimension. Formula for odd dimension is denoted by
PE(pos, 2i+ 1) : cos(pos/2Ly)*/%" . Finally the multivariate
input sequence is denoted by x7, ;) = ottt; +PE(L x(—1)+i)+
Zp [SE@ +¢—1)+i)lp where o is a constant that is used
to balance uﬁ, PE and PE. The core LSTM self-attention
mechanism is formulating from the Kullback—Leibler (KL)
Divergence method that carries out multidimensional analy-
sis of the system and makes use all the important features of
the data. The model is tested against the KDD-99 dataset.

In [9], the authors proposed an intrusion detection model
that integrates deep learning technique for time series
Vehicular Ad Hoc Networks (VANET) traffic classification.
To capture the underlying pattern of traffic parameters chang-
ing over time, LSTM incident classifier is designed. The
proposed IDS is tested against extensive simulation. It has
multiple variables (multivariate) like vehicle ID, V1, ..., V,,
speed, Vi1, ..., V, 1,acceleration, ay r, ..., a1, and, posi-
tion, Posi,T, ..., Pos, r. Each vehicle broadcasts a beacon
message, fpeqcon, and will keep their neighboring vehicle bea-
con message for the latest observation time, #,pserve in a table
called Current Neighbor List (CNL). If V| senses accident

VOLUME 13, 2025



M. H. M. Yusof et al.: Impact of Input Sequence Types on Healthcare Intrusion Prediction Models

IEEE Access

at 1y, it will broadcast emergency message to all neighbors.
Then, say Vj receive the emergency message, it will update its
CNL table from time 0 and the previous timestamp [fo— 1, o],
or the latest observed event [fg — # pserve» f0]. To validate the
emergency message, Vo runs the IDS algorithm by comparing
other vehicles’ observed event collected by at 7. It has time
series feature vector (multivariate input series) denoted as
Xor = [Vw.T» @w.T> dw1, Vw.T» @w.1, dy.1]. All these fea-
tures represent different traffic conditions. A few statistical
methods were applied such as average speed differences,
sample mean, standard deviation to detect the outliers in a
univariate dataset. Then further statistical test like Grubb’s
test was applied to get absolute deviation and to unearth what
is the most to be outlier. The performance was evaluated
through simulation setup like OMNET++.

In [22], the authors highlighted Intuitionistic Fuzzy Sets
(IFS) detection model. NSL-KDD, KDD CUP99 and UNSW-
NB15 datasets were used to test the model. The dataset will
be digitalized, normalized and balanced. Chi-square test is
used to reflects the degree of deviation on features that give
great influences on the network state. A multivariate variable
is defined by a universe of discourse, U = {x1,x2, ..., X}.
An IFS A in U is defined; A = {[x, ua (x),va (0)]|x €
U}, where g (x) € [0,1] and v4 (x) € [0, 1] are the
degrees of membership and nonmembership of A that belongs
to element U, where these degrees are between 0 and 1;
0 < pa (x) + v4 (x) < 1. This degree of membership and
nonmembership is determined by The degree of hesitancy,
74 (x) of element U is denoted by 1 —p4 (x)—v4 (x). Assume
there is another IFS B. The distance between IFS A and B is
denoted by d(A, B). If d (A, B) = 0 if and only if A = B.
This study also introduced dynamic IFS which time is taken
into consideration. Each sample (each row) generates the
multiattribute IFS (multivariate) and each attribute generates
the degree of membership. The degree of membership is
determined by taking the difference between the mean of all
values belonging to type normal or abnormal, X; and the i-th
sample of the j-th feature x;;; [x;; —X;|. This is not a prediction
model instead a univariate detection (classification) model.

B. PREDICTION MODELS IN GENERIC HEALTHCARE

This section discusses prediction models in the generic
healthcare domain, emphasizing their methodologies, appli-
cations, and limitations.

Study in [23] proposed a predictive analytics model based
on Bayesian Network that is used to improve prediction anal-
ysis on network infrastructure in one of the largest healthcare
providers in Malaysia. The ground-truth dataset from the pro-
duction traffic is used to promote realism in real cyberattacks
use case. Our study emulates the handling of unsupervised
dataset since production network is unstructured and has
no label. This type of model is proposed considering the
polymorphic and stealthy nature of malware attacks.

Meanwhile, study in [24] proposed a Vulnerability
Assessment (VA) test method based on Natural Lan-
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guage Processing (NLP). This method leverages unstructured
security-related text to predict and manage cyber threats.
The proposed method has been tailored for the healthcare
ecosystem. The use of NLP and text-based dataset makes this
study different and novel. However, security-related text is
often plagued by data ambiguities, noise, and inconsistencies
arising from diverse writing styles and technical jargon in
incident reports [25]. Therefore, standard network protocol
datasets remain reliable and consistent in validating an intru-
sion prediction model.

On the other hand, the study in [26] provides an in-depth
analysis of cyber threats and risks associated with differ-
ent critical infrastructures including healthcare sectors. They
investigate the staggering benefits of Al mechanisms in
confronting cyberattacks. Furthermore, they proposed an
Al-based secure data exchange framework for smart grid
Critical Infrastructure (CI) (i.e., power consumption, energy
readings, and network data) from malicious adversaries.
However, Al tools can make research models less transpar-
ent which leads to lack of transparency and interpretability
in many Al models, particularly complex ones like deep
learning models. It means that while these models can make
accurate predictions or decisions, we often cannot fully
understand the internal processes and reasoning behind these
outputs. This lack of understanding can lead to several issues
like lack of trust, difficulty in debugging and ethical concerns.

Consequently, this paragraph swiftly discusses some
related papers on prediction healthcare infrastructure.
Paper [27] delves into the prediction of healthcare infras-
tructure demands within the context of intelligent healthcare
networks. The study aims to improve the reliability and
efficiency of real-time prediction models influenced by inter-
action flows and network topology. Next, paper [28] provides
a comprehensive survey of Al technologies in crafting loMT
systems which is tailored for healthcare applications. Subse-
quently, paper [29] applies Fuzzy Decision Tree (FDT) and
GA to predict electrical load and price for hospital’s electric-
ity decision making process. Whilst, paper [30] proposes an
IoT-based infrastructure that leverages edge computing for
solar energy prediction, a technique that may have potential
applications in the healthcare domain. Although many of
the technologies employed in these studies are legacy and
lack transparency, they share a common objective which is to
improve the performance of prediction models in healthcare
infrastructure by analyzing network behavior, conducting
comprehensive surveys, and utilizing mathematical modeling
techniques.

However, in addition to the abovementioned tradi-
tional methods, a more recent study [31] introduced a
quantum-inspired heuristic algorithm to enhance the secu-
rity of healthcare prediction models. The Quantum-inspired
metaheuristic algorithms were developed by integrating
Quantum Computing (QC) concepts into metaheuristic algo-
rithms. QC is a new field of research that includes elements
from mathematics, physics, and computing. Qubits are
extremely sensitive to environmental factors like temperature,
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electromagnetic fields, and vibrations. Maintaining their sta-
bility and scaling them up to a large number of qubits is a
major challenge [32]. On the other hand, developing efficient
quantum algorithms that can harness the power of quantum
computers is a complex task [33] and ultimately the issue
of decoherence which is the loss of quantum coherence, the
ability of a quantum system to maintain a superposition of
states [34].

For the remaining studies, paper in [35] and [36] performed
systematic review and comprehensive comparison on various
deep learning models, including ANN, CNN, RNN, LSTM,
and GRU for risk and heart failure prediction model. Build-
ing upon the rigorous systematic review and comparative
analysis of deep learning models for risk and heart failure
prediction presented in [35] and [36], we adopt a similar
methodological framework for our investigation. Subsequent
papers [35], [36], [37], [38], [39], [40], [41], [42], [43], [44],
[45], [46], [47], [48], [49], [501, [51], [52], [53], [54], [55],
[56], [571, [58], [59], [60], [61], [62], [63], [64], [65] present
models that can predict various aspects of clinical infrastruc-
ture, making them applicable to a wide range of healthcare
settings. Various prediction model to improve risk predic-
tions, determine asthma level, disease’s code, heart failure,
dynamic resilience assessment of Healthcare Infrastructure
(HI) operations, healthcare coverage, polygenic predictions,
feto-maternal health assessment applications, kidney dis-
ease predictions, post-treatment predictions, clinical sepsis
predictions, clinical decision support systems, contralateral
breast cancer predictions, Parkinson’s disease predictions,
rare disease predictions, mortality rate predictions, cancer
referral decisions prediction model and many more. They
leverage on Al-enabled models, generic machine learning
models, Ensemble Neural models, LightBGM a library-
powered model, AdaBoost-powered model, MATLAB pre-
diction algorithm library and various legacy statically and
probabilistically approaches like ARIMA model, probabilis-
tic Markov model and logistic regression model.

While earlier works primarily focused on classification-
based anomalies detection using static feature sets, the studies
in [66], [67], [68], [69], [70], [71], [72], [73], [74], [75],
[76], [77], [78], [79], [80], [81], and [82] take a differ-
ent direction, exploring predictive modeling and temporal
pattern recognition techniques. A substantial number of
predictive modeling techniques have been utilized to fore-
cast public health trends, especially on COVID-19 cases.
Well-known traditional statistical and probabilistic mod-
els including logistic regression, lasso regression, Bayesian
methods, random forests, and simple frequentist statistical
techniques were applied in these studies. Some model that
are commonly known in public health trajectory model like
Susceptible-Exposed-Infected-Removed model and newly
invented prediction model like Facebook Prophet combin-
ing mathematical models, growth functions, and additive
models, have also been adopted. Additionally, a range of
techniques, including Al-driven approaches like deep learn-
ing and machine learning, as well as qualitative hierarchical
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models, were utilized. These prediction models are used to
predict healthcare utilization, hospital diagnose and manage-
ment systems, COVID-19 confirmed cases, patient health,
predictive model of anti-hyperglycemic medication cessa-
tion, prediction of antifreeze proteins (AFPs), estimate the
social isolation impact on COVID-19 spreading and nomo-
gram prediction model.

Many of the abovementioned clinical infrastructure and
public health domains implement open-source predictive
analytics platforms which apply Al and machine-learning
common techniques to a dataset. As previously stated, many
Al models are just a black box and often less transparent
for which its internal processes are not fully understood.
This leads to lack of transparency and interpretability.
Furthermore, various legacy statically and probabilistically
approaches were utilized. These models often struggle to
capture complex, nonlinear relationships between variables.
As data complexity increases, traditional models may strug-
gle to keep pace. However, implementation of Ensemble
Neural Networks might represent the current state-of-the-
art, which involves the training of multiple neural networks
and the subsequent combination of their predictions using
specialized fusion techniques. Ensemble neural models often
incorporate the Random Forest algorithm as a core compo-
nent. Please note that while Random Forest is a common
choice, other algorithms like Gradient Boosting Machines
(GBM) and Extreme Gradient Boosting (XGBoost) are also
frequently used in ensemble neural models. While Random
Forest itself is not a neural network, its integration within
ensemble models enhances their predictive power and robust-
ness [83].

C. SUMMARY OF RELATED STUDIES
A comprehensive review of related studies highlights that
most efforts have focused on IDS classifiers. These models
predominantly leverage advanced deep learning techniques
such as LSTM, its generative variants like GRU and Trans-
former, and CNN. In contrast, limited research has been
conducted on univariate and multivariate prediction or fore-
casting models, particularly within the field of intrusion pre-
diction. Prediction modeling has traditionally been applied
to domains such as electrical power systems, environmen-
tal management, meteorology, eHealth monitoring, weather
forecasting, and stock market analysis. This gap underscores
the unique focus of this research, which emphasizes com-
parative performance analysis of various intrusion prediction
models across diverse input and output configurations.
Some studies have moved beyond conventional time-series
analysis using LSTM, its generative variants like GRU,
Transformer and CNN by incorporating unsupervised learn-
ing techniques. Examples include Autoregressive Integrated
Moving Average (ARIMA), harmonic modeling, SVM,
genetic algorithms, and fuzzy and Gaussian distribution
methods. These approaches are used to analyze regressive
patterns in historical data and predict future trajectories.
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However, in the context of IDS and intrusion prediction,
LSTM variants and CNN remain the dominant choices for
predicting future intrusion events.

Intrusion prediction modeling, coupled with time-series
analysis, plays a critical role in APT scenarios, enabling
proactive, ‘“‘just-in-time’’ countermeasures against cyberat-
tacks. Current reactive technologies only address threats after
they have caused damage, underscoring the importance of
predictive models in preempting cyber incidents before they
occur.

A review of datasets used in related studies reveals
reliance on both IDS-specific and general-purpose datasets
for accuracy and error evaluation. Commonly cited datasets
such as KDD-CUP99, NSL-KDD, and UNSW-NB15 have
notable limitations, including redundancy and insufficient
representation of modern network threats. In contrast, the
CIRA-CIC-DoHBrw-2020 dataset emerges as a more real-
istic option, reflecting contemporary, low-footprint attacks
characteristic of stealthy, real-world cyber threats [1]. This
dataset’s balance between normal and attack traffic makes it
suitable for this study’s evaluation phase.

Additionally, previous studies categorize input sets as mul-
tivariate (multi-attribute) or univariate. Multivariate inputs
consist of multiple observations for a single timestamp, rep-
resented as a multidimensional matrix (1 * n, where n: 1 is
a real number). Conversely, univariate inputs involve a single
observation per timestamp (1 * 1). These input configurations
result in predicted outputs classified as either multistep or
single-step outputs, forming the basis for the comparative
evaluation in this research.

The summary of related works reveals several critical
gaps in the field of intrusion prediction. Firstly, most prior
studies focus predominantly on classifier development rather
than comparative analyses of predictive performance across
various intrusion prediction models. Specifically, limited
research explores the impact of multivariate input config-
urations tested against multistep forecasting or single-step
outputs, or the effect of univariate inputs evaluated in sim-
ilar scenarios. Few studies have comprehensively examined
the interaction between multivariate and univariate input
sequences and their performance in producing multistep
or single-step outputs using time-series intrusion prediction
models.

Secondly, while IDS are typically designed for classifi-
cation or detection, predictive capabilities within intrusion
system remain underexplored. Although the statement here
looks like an oxymoron since IDS itself is a classification or
detection system and not prediction, so why bother to discuss
about prediction? The answer to this question is dual-edged;
some modules in intrusion system requires predictive analysis
capability which eventually makes them relevant to anticipate
zero day or now even n-day attack. Which mean the attack
(event) can be anticipated several days before zero day (or
even several days after the events). Nevertheless, the choice
of predictive model in intrusion studies are still limited to
LSTM and its generative variants like GRU and Transformer
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and CNN based model. Transformer is a layered architecture
with stacks of LSTM Encoder-Decoder LSTM model herein
referred to as Transformer Encoder-Decoder. Hence the focus
of this study is to comparatively measure accuracy and error
performance of various selected types predictive model over
the choices of input and output configurations.

Thirdly, the datasets used in IDS research often fail to
represent realistic network conditions. Many public datasets
suffer from deficiencies such as redundant records, repetitive
features, and an inability to capture the complexities of mod-
ern, low-footprint, stealthy cyberattacks [1]. In contrast, the
CIRA-CIC-DoHBrw-2020 dataset has been identified as a
benchmark that closely mirrors real-world network traffic [1].
This DNS-over-HTTPS dataset, introduced in 2018 under
RFC8484, simulates network traffic over this protocol and
has become a preferred dataset for intrusion research due to
its realistic characteristics. Furthermore, HTTP-based appli-
cations have been implemented in digital healthcare and
electronic health record (EHR) systems [84].

In conclusion, these identified issues highlight signif-
icant opportunities for advancing intrusion detection and
prediction research, particularly through comprehensive per-
formance comparisons of various prediction techniques and
addressing the limitations of existing datasets. This study
aims to bridge these gaps by providing a systematic and
robust evaluation of predictive models within this context.

lll. COMPARATIVE EVALUATION METHODOLOGY

This section outlines the research methodology employed to
complete the study, comprising four essential stages, as illus-
trated in Fig. 5. In the first stage, the dataset is preprocessed
and restructured into a new data array. In the second stage,
the data is split into training and testing datasets using a novel
splitting function algorithm. The third stage involves training
and testing the preprocessed datasets using various LSTM-
and CNN-based prediction models in IDS, including Bidirec-
tional LSTM, Stacked LSTM, Vanilla LSTM, Transformer
Encoder-Decoder, Vector Output LSTM, GRU, and CNN.
Finally, the fourth stage focuses on evaluating, comparing,
and visualizing the accuracy and error performance of these
models to identify the most effective results and input config-
urations. This systematic approach ensures a comprehensive
analysis of the predictive capabilities of the models.

A. STAGE 1: DATA PREPROCESSING

1) DATA ACQUISITIONS

Our study employs the CIRA-CIC-DoHBrw-2020 dataset,
sourced from the Canadian Institute for Cybersecurity (CIC)
[86]. Fig. 6 illustrates the network architecture used to inter-
cept DNS over HTTPS (DoH) traffic, leading to the dataset’s
creation. Traffic data for the dataset was generated in two
layers. The first layer involved normal web browsing activ-
ities, producing benign DoH and non-DoH HTTPS traffic,
captured by web servers. In the second layer, malicious DoH
traffic was generated using various tools and captured by
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FIGURE 6. Network topology that is used to capture the DoH traffic.

malicious DNS and DoH servers. To simulate traffic, public
DoH resolvers such as Adguard, Cloudflare, Google, and
Quad9 were utilized, with Firefox connected to GeckoDriver
and Chrome to ChromeDriver. The traffic was captured using
tcpdump, and a Python script leveraging Scapy was devel-
oped for DoH traffic flow generation and analysis. A tool
named “DoH Data Collector” simulated DoH tunneling inci-
dents.
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The generated data included 48,952 Kbytes of benign
traffic and 219,458 Kbytes of malicious traffic, with transmis-
sion rates varying between 100bps and 1100bps. The dataset
includes destination IPs for browsing public DoH servers
and source IPs from clients accessing websites via Google
Chrome and Mozilla Firefox. Flow-based and meta-data fea-
tures were extracted from the packets, treating raw data and
flow information equally without distinction between process
flow labels and raw labels.

Several research have focused on integrating HTTP proto-
cols into healthcare infrastructures. For instance, the research
in [84] emphasizes the importance of robust networking
infrastructures for enabling data access through HTTP-based
applications in digital healthcare and EHR systems. The
study utilized 45,000 test FHIR patient resources, which were
downloaded and uploaded in bundles of 20, 50, 100, and
200 resources, resulting in 2251, 901, 451, and 226 HTTP
GET and POST requests, respectively. Further, the study
in [85] implemented a hybrid security solution to safeguard
the collection and management of personal health data using
the Spring Framework (SF), Services for Sensitive Data
(TSD) as a platform, and HTTP security methods.

2) DATA LOADING

Load the dataset into a Google Collab Python 3 Compute
Engine which is equipped with TPU v2-8, a free tier 4 TPU
v2 chips configuration, providing 8 Tensor Core. It also has
the total High Bandwidth Memory (HBM) of 64 GB (8 GB
per core). The system can achieve around 180 teraflops of
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floating-point performance. Two vCPUs, is the total num-
ber of virtual CPUs (vCPUs). The RAM capacity is 13 GB
with 107 GB disk storage and a free tier NVIDIA Tesla
K80, T4, or P100 GPU. data.info()is utilized to get a sum-
mary of the dataset with the number of rows is 167,517
(index 0 to 167,517), number of columns is 35 (index O to
34), data types of Boolean is 1, Float64 is 26, Int64 is
5 and Object is 3 which includes ‘SourcelP’, ‘DestinationIP’
and ‘Timestamp’. The CIRA-CIC-DoHBrw-2020 dataset is
distinguished by the presence of ‘SourcelP’ and ‘Destina-
tionIP’ addresses (Layer 3 information), a feature not found
in other benchmark datasets, thereby enhancing its fidelity
to real-world network traffic. Then data.head()is applied to
examine the first few rows of the dataset facilitating a better
visualization and understanding of the features.

3) DATA CLEANING

Data cleaning process is to prepare the data for analysis by
handling missing values and non-numerical features. This
phase encompasses several key steps, namely the handling
Object Datatypes, the treatment of Missing Values and Data
Type Conversion. These phases are explained as follows:

o Handling Object Datatypes: Identifying Object
columns from the previous phase (‘SourcelP’, ‘Desti-
nationIP’, ‘“Timestamp’). Since PCA analysis requires
numerical calculations, these features will be dropped.

« Handling Missing Value: The data.isnullsum com-
mand is employed to identify the presence and count
of missing values in the dataset. Missing values in
‘ResponseTimeTimeSkewFromMedian’ and ‘Respon-
seTimeTimeMedian’ are imputed using the NetworkX
library in Python. This strategy leverages the network
relationships or graph property of these features.

« Handling Data Type Conversion: This step is to ensure
all relevant columns for numerical analysis (especially
for PCA) are in numerical formats (int or float).

4) STATISTICAL ANALYSIS

Statistical analysis includes examining skewness and out-
lier distribution graphs, providing valuable insights into data
characteristics. To further enhance understanding, the tem-
poral evolution of each feature is analyzed, revealing trends
and patterns over specific time frames. This visualization
approach serves as a powerful tool for exploring the dynamic
behavior of features over time, offering a detailed perspective
on their temporal characteristics. The goal for this analysis
is to gain insights into the distribution and characteristics of
individual features and the target label. This phase involves
the following processes:

« Descriptive Statistics: Applying data.describe()to cal-
culate measurements like mean, standard deviation,
minimum, maximum. Notably, this analysis observes
that most mean features lie at the floor level, except for
‘PacketLength’ information.
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o Target Variable Analysis: Analyze the distribution
of the ‘Target’ column by calculating the percentage
of each class of DoH Normal and DoH Attack. The
dataset is highly imbalanced, with approximately 99.9%
(167,486) labeled as ‘DoH attack’ and only 0.01% (31)
labeled as ‘Normal’.

o Skewness Distribution: Skewness distribution identi-
fies features that are rightly skewed (positive skew),
indicating a concentration of values on the lower end and
a long tail towards higher values. ‘PacketLengthMean’
and ‘PacketTimeMean’ manifests this characteristic
which reflects a property that is consistent with the target
label.

o Outlier Distribution: Outlier observes the distribution
of outliers. ‘PacketLengthMean’ has higher values of
outliers which are associated with the attack traffic,
again suggesting it shares a similar nature with the target
label.

5) DATA NORMALIZATION (IMPLICIT STEP BEFORE PCA)
The goal is to scale the numerical features that have similar
range which is often beneficial for PCA to prevent features
with larger scales from dominating the principal compo-
nents. The step includes selecting the numerical features
for normalization by applying normalization techniques like
StandardScaler or MinMaxScaler. StandardScaler is used to
standardize features to have zero mean and unit variance
whilst MinMaxScaler is used to scale features to a specific
range like O to 1. The choice of method might depend on the
distribution of the data and the requirements of PCA.

6) PCA-PRINCIPAL COMPONENT ANALYSIS

This method identifies key patterns within the dataset,
referred to as Principal Components (PCs). It is particularly
useful when the dataset contains numerous measurements,
not all of which are meaningful, often exhibiting significant
covariance among variables. Variance is used to quantify the
extent to which a random variable deviates from its mean,
providing insight into the data’s spread.

The process begins by calculating the average for each
column, expressed as y = 1/n Zi 10 n Xi- Next, the deviation
of each data point, x; from this average, x is determined
as deviation; = x; — x. Finally, the covariance between
two variables is computed using the formula provided in Eq.
(1), enabling the identification of relationships and patterns
among the data’s dimensions.

1 n
oy =—=d . G-00i-N D

where (y; —y) is a different of another data point then
the sum of all deviations across frames forms a covariance
matrix, capturing terms for all possible feature pairs. Prin-
cipal Component Analysis (PCA) is computed using these
covariance matrices, with eigenvectors corresponding to the
largest eigenvalues identified as the principal components
(PCs). The equation Av = Av is utilized, where A rep-
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resents the covariance matrix, v is the eigenvector, and A
is the eigenvalue. For PCA computation, columns such as
‘SourcelP’, ‘DestinationIP’, and ‘Timestamp’ are excluded
because the calculations require real numerical values. Addi-
tionally, missing values in ‘ResponseTimeTimeSkewFrom-
Median’ and ‘ResponseTimeTimeMedian’ are imputed using
the Python library NetworkX to ensure data completeness.

PCA reduces the dimensionality of the data by project-
ing encoded vectors onto a single axis, preserving the key
variations while minimizing information loss. In this study,
negative covariance values were observed, which will be
discussed in the Results and Discussion section. The PCA
process produced principal components with variance scores
exceeding 0.2 for some and falling below —0.2 for others.
These variance scores represent different covariance matrix
values and provide critical insights into the underlying pat-
terns and relationships within the dataset.

7) SELECTED FEATURES

A comprehensive analysis employing statistical methods and
Principal Component Analysis (PCA) will be conducted to
identify and select two features that demonstrate a strong
correlation with the attack target. Detailed exploration of this
methodology is available in our paper [1]. Initially, insights
from the statistical analysis will be presented and compared.
Characteristics identified through descriptive statistics, skew-
ness, and outlier distribution graphs will be analyzed to
compare and contrast the behavior of different features. This
rigorous approach aims to inform feature selection with a
data-driven perspective. Descriptive statistics (mean, median,
standard deviation, etc.) revealed about the features in relation
to the attack target.

Secondly, the analysis will focus on the Principal Com-
ponents (PCs) derived from the original features. PC1 is
typically associated with high scores across most features;
however, in this case, some PCs exhibit negative values. PC2
has also generated several significant coefficients, making
PC1 and PC2 ideal candidates for visualizing the dataset in
a two-dimensional (2D) graph. In contrast, PC3 performs
poorly, with many coefficients clustered just above zero and
others falling below zero (negative coefficients), indicating
the least significant features.

In conclusion, the selection of final feature is guided by
the loadings within PC1 and PC2. The features with the
highest absolute loadings in these principal components are
considered to have the most influence on the primary direc-
tions of variance. Thus strong candidates for representing
the underlying data structure relevant to the attack target.
While PCA provides a powerful dimensionality reduction
technique, we acknowledge that the selected features, while
capturing significant variance, might not always have the
most direct physical interpretation. Therefore, we plan to
further validate the predictive power of these two selected
features by incorporating them into a classification model and
evaluating its performance on unseen data.
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8) FEATURE COMBINATION AND DATASET RESHAPING

This final stage is to create a new dataset using the two
selected features and reshape it into a specific tensor format.
The steps are as follows:

o Concatenate Selected Features: Combine the two
selected features into a new dataset.

« Reshape into Tensor: Reshape this new dataset into
a tensor with dimensions 80 x 2 x480. This specific
reshaping suggests a temporal segmentation or a spe-
cific input format required for a downstream task (not
detailed in the provided text). The dimensions imply
80 segments, 2 features, and 480 time steps or data points
within each segment.

« Rename Data Slices for Testing: The processed data
slices are renamed based on index ranges. These names
indicate specific segments of the reshaped data.:

— .DoH2_16741_16821

— .DoH_0_79

— .DoH_80_159

— . DoH_160_239

This newly structured dataset will be utilized for subse-

quent steps in the study which involves model training and
testing, visualization, or further analysis on the reduced and
reshaped data.

B. STAGE 2: SPLITTING FUNCTION (PREPARING
UNIVARIATE AND MULTIVARIATE INPUT/OUTPUT DATA
CONFIGURATIONS)

To prepare the data for processing as a univariate input
sequence, it must be transformed into a v,* I matrix, as illus-
trated in Fig. 7.

FIGURE 7. Univariate input' sequence at transformational shape of v 1.

Similarly, to handle a multivariate input sequence, the
dataset should be reshaped into an a,,*a, matrix, as shown
in Fig. 8.

The univariate input sequence, when processed by the
splitting function, will result in a 2D array with the shape
[data array, timesteps], as depicted in Fig. 9.

The 2D splitted output will also be reshaped into [samples,
sequences, timesteps, features]; a multidimensional array as
to assist CNN training model. The sequences are illustrated in
Fig.10. This structure represents a 4D tensor reshaped from
raw input sequences, enabling compatibility with CNN or
LSTM models that require multichannel or temporal input
representations.

ISource: https://slideplayer.com/slide/5854910/; 11/3/2024
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FIGURE 8. Multivariate input' sequence at transformational shape of
m*n.
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FIGURE 9. Illustration of 2D array output sequence?.

“101,1,8) (1,2,3) (1,3,3) (1,4,87
(2,1,3) (2,2,3) (2,3,3712,4,3)

(3,1,3) (3,2,3¥13,3,3) (3,4,3)
4,2,3) (4,3,3) (4,4,3)

“101,1,2) (1,2,2) (1,3,2) (1,4.8f

(2,1,2) (2,2,2) (2,3,27(2,4,2) -
(3,1,2) (3,2,2¥13,3,2) (3,4,2)
0.2,2) (4,3,2) (4,4,2) ‘

“Ghn

(1,1,1) (1,2,1) (1,3,1) (1,4,1)
(2,1,1) (2,2,1) (2,3,1) (2,4,1)
(3,1,1) (3,2,1) (3,8,1) (3,4,1)

(4,1,1) (4,2,1) (4,3,1) (4,4,1)

FIGURE 10. lllustration of multidimensional tensor array used for model
input: [samples, sequences, timesteps, features]2.

The input layer is represented as a sequence of vec-
tors [x1, X2, X3,..., X,], which in this case corresponds to
a sequence of network packets. This input is transformed
into a data array, a, as described in Algorithm 1: Uni-
variate_Splitting_Function() in the Appendix. The splitting
function iterates through each element of the data array, i,
determining the endpoint, end, based on the defined input
time steps, b. Both a and b are hyperparameters.

The iteration terminates when the count reaches the length
of the data array. The function then splits the data array
into input sequences, X, and output values, y. Each input
sequence, X, contains elements from index i to end [i:end],
referred to as pattern X. The corresponding output value, y,
is the element at index end [end], referred to as pattern y.
In the final step, the patterns X and y are converted into list
formats, initialized as X = list() and y = list () [X,y < list(),
list()].

1) UNIVARIATE SINGLE STEP

To generate the complete set of input and output configu-
rations, Algorithm 1 Univariate_Splitting_Function in the
Appendix is invoked to create new objects, X and y, along
with two relevant arguments, a and b. This function generates
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input sequences with a 2D shape of [a(samples or data array),
b (timesteps], where a represents the number of samples (data
arrays) and b denotes the number of timesteps.

For further processing, the data must be reshaped to
introduce an additional dimension, converting it from a 2D
array shape [samples, timesteps] to a 3D array shape [sam-
ples, timesteps, features]. This transformation is essential
for preparing input sequences for prediction models such as
BiLSTM, Stacked LSTM, and Vanilla LSTM. The step-by-
step procedure for this process is detailed in Algorithm 2 in
the Appendix, providing a clear workflow for reshaping and
configuring the data.

To enable the univariate input sequence to work with a
CNN-based predictive model, the data must be reshaped
into a multidimensional array. The transformation changes
the shape from [samples, timesteps] to [samples, sequences,
timesteps, features]. In this configuration, each sample can be
divided into multiple sequences, each with specific timesteps,
allowing the CNN-based model to process each sequence
independently over its respective timesteps. From a cod-
ing perspective, the number of sequences is inferred using
n_seq = —1, which automatically determines the sequence
count. If not specified correctly, the process will return an
error. This reshaping procedure and its implementation are
detailed in Algorithm 3 in the Appendix.

2) UNIVARIATE MULTIPLE STEPS

While Algorithm 1 is designed to prepare a univariate input
sequence for predicting a single-step output, Algorithm 4,
presented in the Appendix, expands this capability to accom-
modate multiple output steps. The critical distinction lies in
how the output timesteps are calculated. In Algorithm 4, the
line output <— end+c projects the predictive window, where
c is an additional argument specifying the number of output
steps for y.

The multiple steps are generated by adding the “end of
list” numerical value to a new object, output, which defines
the extended range. The process of generating the input
list X (referred to as pattern_X) remains similar to that in
Algorithm 3, using the range al[i:end]. However, for the out-
put y (referred to as pattern_y), it is constructed using a
range alend:output], differing slightly from the single-output
approach in Algorithm 1, which only uses the value at
alend]. This adaptation enables the model to predict multiple
future steps, aligning the input-output configuration with the
demands of multi-step forecasting.

To support multi-step prediction for univariate input
sequences in Transformer Encoder-Decoder or Vector Out-
put predictive models, the input-output configurations must
be reshaped into a 3D array. For the Transformer Encoder-
Decoder model, as detailed in Algorithm 5 presented in the
Appendix, the output y must match the shape of the input
X, as the model is designed to predict a specified number of
timesteps for each input sample. In contrast, for the Vector
Output model, only the input X requires reshaping, while the
output y remains unchanged.
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3) MULTIVARIATE MULTIPLE STEPS

The configuration of the end and output lists follows pro-
cedures similar to those in prior functions, with some
modifications. In Algorithm 6, shown in the Appendix, the
output list is adjusted slightly by subtracting 1, as shown in
output < end+c—1. This modification results in a sliced
output value, omitting the last element of the list. The gen-
erated input list X is transformed from an initial n*1 matrix;
alicend] into an m*n matrix ali:end,: —1]. The expression
ali:end,: —1] selects elements from index i to end for list
mmm, excluding the last element in list n.

Similarly, the output list y is transformed from
alend:output]; a n*1 matrix to a m*n matrix a[end— 1:output,
—1]. Here, a[end—1:output, —1] selects elements starting
from (end—1), slicing one element from end, and ending at
the output index. For example, consider a lista = [1], [2], [3],
[4], [5], [6]. If end = 3 (index O to 3), then end—1 selects the
value 4, minus 1 yields element 3. Similarly, if output = 6
(index O to 5), it selects elements up to index 5. This method
ensures precise slicing and alignment of input and output lists
for multi-step predictive tasks.

Algorithm 7, presented in the Appendix, outputs the input
and output configurations for the multi-step prediction. The
input and output values are defined, and running the example
displays the 3D structures of X and y, which are (78,3,3)
and (78,1,3), respectively. These structures are precisely for-
matted to meet the input requirements of an LSTM model,
making the data ready for use without further reshaping. The
function X.shape<2> is used to ensure alignment with the
3D input dimensions. The obtained results are presented in
the Results and Discussion section.

C. STAGE 3: INTRUSION PREDICTION MODELS
This section presents the third stage of the methodology,
which focuses on training and testing the preprocessed
datasets using a range of advanced prediction models. These
models, applied within the context of proposed Intrusion Pre-
diction Systems (IPS), include univariate single step models,
univariate multiple step models, Multivariate multiple steps.
Table 2 presents a summary of the intrusion detection mod-
els used to provide a concise overview of the models used in
our experiments. The table includes model type, architecture
details, input/output formats, and intended use cases.

1) UNIVARIATE SINGLE STEP MODEL
The Bidirectional LSTM (BiLSTM) prediction model for
IDS comprises forward, backward, and output layers, as illus-
trated in Fig. 11. The architecture features LSTM cells
connected in a sequential, chain-like manner. Each cell pro-
cesses an input vector (e.g., [x1, x2, X3,..., X,]) along with
the output from the previous forward cell 4y (;) and the corre-
sponding output from the backward cell at the same timestep
hb(,).

In this study, the Bidirectional library is utilized to imple-
ment the model, specifically using the Keras Layers library
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FIGURE 11. BiLSTM model that is used to accept univariate input
sequence [87].

package. The model is constructed with the following line
of code: model.add(Bidirectional(LSTM(50, activation =
’relu’), input_shape = (b, n_features))). This implementation
enhances the standard LSTM by processing traffic data in
both forward and backward directions, enabling the model
to capture a more comprehensive context from the data.

The final dense layer is defined with a single output
neuron: model.add(Dense(1)). This configuration makes the
BiLSTM model suitable for evaluating univariate input
sequences and generating single-step outputs.

A stacked LSTM is an advanced architecture that builds
upon the capabilities of a single LSTM layer to enhance
performance. As illustrated in Fig. 12, this architecture incor-
porates multiple LSTM layers stacked on top of one another
for improved processing of sequential data. Fig. 12(a) depicts
a standard LSTM network with a single input-output layer
and a single hidden LSTM layer. In contrast, Fig. 12(b)
illustrates a stacked LSTM network, where multiple LSTM
layers are added sequentially.

9 @ 3-0
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FIGURE 12. Stacked LSTM model® that is used to accept univariate input
sequence.

The leftmost rectangle in the diagram represents the input
layer, where the input sequence enters the network. Each
rectangle symbolizes an LSTM layer comprising standard
components, such as input, output, and forget gates. The
stacked rectangles represent additional hidden LSTM lay-
ers, with the number of layers tailored to the complexity
of the task. Finally, the rightmost rectangle serves as the
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TABLE 2. Summary of the intrusion detection models utilized.

Model Type Architecture Details Input Type(s) 0;;3? Use Case
Vanilla LSTM RNN 1 LSTM layer, 50 units, ReLU  Univariate/Multivariate Single-step Baseline sequence prediction
Stacked LSTM RNN 2 LSTM layers, 64 units, ReLU  Univariate/Multivariate Multistep Deeper sequence modeling
Bidirectional LSTM RNN 1 Bi-LSTM layer, 50 units Multivariate Multistep cC:r?tt;:fs forward/backward
GRU Vector Output RNN 1 GRU layer, 64 units, ReLU Multivariate Multistep Efficient time-series prediction
Transformer Encoder- Transformer 2 qncoder/decoder blocks, 128 Multivariate Multistep Attention-based forecasting
Decoder units
CNN ConvNet 1D Conv layers, 64 filters, ReLU Multivariate Single-step  Lightweight temporal modeling

output layer, delivering the final prediction. This architecture
enhances the model’s ability to capture long-term dependen-
cies in sequential data, making it particularly effective for
complex tasks like time series forecasting.

A Vanilla LSTM, as shown in Fig. 13, represents the
foundational building block of the LSTM architecture. It is
the simplest form of an LSTM network, where the input flow
sequentially passes through the input gate, forget gate, and
output gate. These gates utilize the current input and the
previous hidden state to regulate the flow of information,
collectively forming the cell state.
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FIGURE 13. Vanilla LSTM model that is used to accept univariate input
sequence [88].

The cell state is updated by combining the previous cell
state with the candidate cell memory, as determined by the
gates. The output gate controls how much of the updated
cell state contributes to the current output, also referred to
as the hidden state, of the LSTM cell. This straightforward
yet effective mechanism enables the Vanilla LSTM to process
sequential data efficiently.

A Vanilla LSTM is constructed using a single LSTM layer,
with the following implementation: model.add(LSTM(50,
activation = ’relu’, input_shape = (b, n_features))), and
model.add(Dense(1)). This architecture is ideal for simpler
sequential tasks, serving as a baseline for more complex
LSTM variations.

Fig. 14 illustrates the architecture of a CNN model,
which consists of several interconnected layers. The
Input Layer receives the input data, typically represented
as a 3D tensor. The Convolutional Layer, implemented
as model.add(TimeDistributed(Conv1D(filters = 64, ker-
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nel_size = 1, activation = ’relu’))), forms the core of the
CNN. This layer applies multiple kernels or filters to the
input data, extracting key features by performing a dot prod-
uct operation across small, sliding windows of the input
sequence. The resulting output features are known as the
feature map. In this implementation, the TimeDistributed
library is used to enable model reusability and support sub-
sequencing. The kernel size specifies the number of timesteps
included in each ‘“‘read” operation of the input sequence.
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FIGURE 14. CNN model that is used to accept both univariate &
multivariate input sequence. In this study, it specializes on single step
output [89].

The Max Pooling Layer reduces the size of the feature
maps, often by half, distilling the most relevant informa-
tion. The Flatten Layer then transforms the reduced feature
maps into a single one-dimensional vector, which serves
as input to the Fully Connected Layer. Finally, the Output
Layer produces either a binary classification or a single-
step prediction, depending on the specific task for which the
model is designed. This structured design enables the CNN
to efficiently process and analyze sequential data.

2) UNIVARIATE MULTIPLE STEPS MODEL

The Transformer Encoder-Decoder model is designed for
forecasting variable-length outputs and is specifically tailored
for tasks involving both input and output sequences. The
Transformer model is structured as a layered architecture
composed of stacked encoder-decoder blocks. In this study,
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the term ‘Transformer Encoder-Decoder’ refers to this archi-
tecture and is distinct from LSTM-based encoder-decoder
models. A common example of a sequence-to-sequence prob-
lem is text translation from one language to another. The
architecture comprises two sub-models: the Encoder and the
Decoder (Transformer), as illustrated in Fig. 15.

[ L 1
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FIGURE 15. Transformer Encoder-Decoder that is used to accept both
univariate input sequence and yield a multistep output [90].

The Encoder is responsible for processing and interpreting
the input sequence, producing a fixed-length context vector
as its output. Traditionally, the encoder consists of multi-
ple LSTM layers, implemented with model.add(LSTM()),
to capture the context and critical information from the
input sequence. To facilitate the generation of fixed-length
output sequences, the function model.add(RepeatVector(c))
is employed. The Decoder generates the output sequence
(denoted as y) one step at a time. This is achieved through
LSTM layers defined by model.add(LSTM()). At each
timestep, the decoder’s LSTM receives the previous hidden
state (from the prior timestep) and the context vector as
inputs. This iterative process continues until the entire output
sequence is generated, enabling the model to handle complex
sequence-to-sequence forecasting tasks effectively.

LSTM can directly generate a vector interpreted as a
multi-step prediction, as illustrated in Fig. 16. For multi-step
forecasting using the LSTM vector output GRU, the Dense
output layer is configured with more than one output unit by
defining model.add(Dense(c)), where c represents the desired
number of output units. By specifying the Dense layer’s
output dimension to match the number of future timesteps, the
LSTM model can predict multiple values in a single forward
pass.

o kT T —. =

FIGURE 16. Vector-Output (GRU) that is used to accept univariate input
sequence and yield a multistep output [91].

This capability makes the model particularly suitable for
tasks such as anomaly detection, where identifying unusual
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patterns in data is essential. The ability to predict multi-
ple future values simultaneously enhances its efficiency and
applicability in time series forecasting and anomaly detection
scenarios.

LSTM can directly generate a vector interpreted as a
multi-step prediction, as illustrated in Fig. 16. For multi-step
forecasting using the LSTM vector output GRU, the Dense
output layer is configured with more than one output unit
by defining model.add(Dense(c)), where ccc represents the
desired number of output units. By specifying the Dense
layer’s output dimension to match the number of future
timesteps, the LSTM model can predict multiple values in a
single forward pass.

This capability makes the model particularly suitable for
tasks such as anomaly detection, where identifying unusual
patterns in data is essential. The ability to predict multi-
ple future values simultaneously enhances its efficiency and
applicability in time series forecasting and anomaly detection
scenarios. The predictive models were implemented using
the Keras deep learning library with TensorFlow backend.
Table 3 summarizes the architecture and training hyperpa-
rameters for each model.

3) MULTIVARIATE MULTIPLE STEPS MODEL

For multivariate input, various LSTM configurations from
previous models can be utilized. When an LSTM model is
defined with a layer such as model.add(LSTM(100, ...)),
it creates an LSTM layer where the input shape is specified
as a tuple of two values: the number of input steps (b) and the
3D features, determined by the previously defined x.shape [2]
(i.e., input_shape = (b, n_features)).

For scenarios involving multiple parallel inputs, the
RepeatVector function is employed to replicate the input for
a defined number of times. Additionally, the Dense layer,
defined as model.add(Dense(c)), determines the number of
output steps (c) based on the specific requirements of the task.

D. STAGE 4: PERFORMANCE EVALUATION

The performance metrics used in this study primarily focus on
MAE percentage, which quantifies the discrepancy between
the actual observed value v4 and the expected value vg. This
error can be expressed either in absolute terms, representing
the numerical difference, or in relative terms, as the ratio of
the absolute discrepancy to the expected value. The approxi-
mation MAE error § is calculated using the formula:

8 = |(va —ve)/vE| * 100% (2)

This metric is independent of the polarity of the discrep-
ancy (positive or negative) and remains numerically stable.
It serves as a measure of precision or prediction error, reflect-
ing the model’s accuracy.

Another evaluation metric is the coefficient of determina-
tion R?, which measures the proportion of variation in the
dependent variable explained by the predicted independent
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TABLE 3. Architecture and training hyperparameters for each model.

Hidden Dropout s . Output A Loss
Model Units Rate Activation Function(s) Units Optimizer Function
Vanilla LSTM 50 0.2 ReLU 1 Adam MSE
Stacked LSTM 2 x 64 0.3 ReLU 1 Adam MSE
Bidirectional LSTM 50 0.2 ReLU 1 Adam MSE
GRU (Vector Output) 64 0.2 ReLU 5 Adam MSE
Transformer Encoder- 2 layers x ReLU (dense), Softmax
Decoder 128 0.1 (output) > Adam MSE
CNN 64 filters — ReL.U (Conv), Linear 1 Adam MSE
(Dense)
variable. It is defined as: A. RESULTS OF DATASET PROCESSING
2 CIRA-CIC-DoHBrw-2020 dataset has 167,517 rows and
R™=1— (855 — SSt0r) (3)

Here, SS,.s (sum of squares of residuals) is given by:

SSres = Z(yi _ﬁ)z (4)

where the difference (y; — f;), is known as residuals, e. y;
represents the observed data, f; is the predicted value. SS;,,
(total sum of squares) is calculated as:

SSior = D (i = 3i)’ )

where y; is the observed data, and y; is its mean. This metric
evaluates the overall variance in the data against the model’s
predictions.

To statistically test the significance of differences between
the means of observed and predicted data, Analysis of Vari-
ance (ANOVA) is applied. ANOVA analyzes variations by
comparing deviations of all observed data from the grand
mean. Sample variance s is calculated as:

L=1mn-1D - > ©)

where 1/(n — 1) represents the degrees of freedom, and the
sum of squared differences (y; — y) is termed the sum of
squares. The final result, s2, is referred to as mean squares.

The F-test is then used to assess the deviations. For
one-way ANOVA, statistical significance is determined by
comparing the F-test results, calculated as:

variance between treatments
Fiest = - . @)
variane within treaments
This comprehensive approach ensures robust evaluation
of model performance and the statistical significance of

observed patterns.

IV. RESULTS

This section presents the findings from the comparative anal-
ysis of time series intrusion prediction models. It begins
with a discussion of the results from dataset preprocess-
ing, followed by an examination of the outcomes from the
splitting functions. Subsequently, the performance metrics
are analyzed, focusing on error percentage, coefficient, and
variation. A high-level summary of the models’ performance
is provided in Table 4.
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35 columns (167,517, 35). A rigorous analysis and visualiza-
tion of this dataset building upon our previous work [1] has
been conducted. Leveraging on various pandas and numpy
library, the specific column is sliced and the row is lim-
ited to 80 rows. Since CIRA-CIC-DoHBrw-2020 dataset has
35 columns (labels), only PacketLengthMean label will be
nominated as to represent the univariate data array input
sequence since it has PC value similar to the DoH attack’s
label as depicted in Fig. 17. As stated earlier, from previous
study in [1] laid the groundwork for an extensive investigation
that uncovered the crucial PC value leading to the identifi-
cation of the authentic benchmarked dataset. This univariate
data array has a sequence of events that indicates normal or
benign traffic.

b Packeil enginldean Procipal

ot sl I Wl
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benign or aonmat Wbel (04 o)

FIGURE 17. PacketLengthMean label (b) will be the chosen label for the
univariate data array input sequence (X) since it has similar PC values as
to the DoH attack’s label (a) [1].

On the other hand, there were two data columns desig-
nated to exemplify the multivariate input sequence namely
PacketLengthMean and PacketTimeMean as represented in
Fig. 18. PacketTimeMean is nominated as the second data
dimension since it has a profound trait to determine the next
sequence of events complementing the PacketLengthMean.

For instance, the lowest packet time mean signifies nor-
mal packet length. PacketTimeMean has a similar rightly
skewed distribution. In retrospective, most of the features
were rightly skewed as opposed to the DoH label which
typically attributed to attack traffic. Nevertheless, these are
not the sole attributes to be consumed as the multivariate
input sequence. There are plenty of attributes that can be

125913



IEEE Access

M. H. M. Yusof et al.: Impact of Input Sequence Types on Healthcare Intrusion Prediction Models

TABLE 4. A high-level summary of the top-performing time series intrusion prediction models.
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FIGURE 18. PacketLengthMean and PacketTimeMean are the two input
sequence to represent the multivariate input sequence.

selected through various correlation analysis. This technique
is among the best evaluation techniques to further expound
on the choices of relevant multi-attributes.

DoH dataset of CIRA-CIC-DoHBrw-2020 establishes
security flaws in DNS namely DNS tunneling or any
DNSbased malware. These flaws are capable of bypassing
firewalls’ security, therefore detecting DoH threats are cru-
cial. The dataset features are defined as flow information or
processed meta-data. There are 35 columns (from O to 34)
altogether. An entry index from O to 167516. It has one
entry of Boolean datatype, 26 entries of float64 datatype,
5 entries of int64 datatypes and, 3 entries of objects datatype.
Memory usage to process this 167k counts of dataset is about
44Mbytes. For this research, a range of entry index between
16741 to 16821 were extracted. It is then save into a CSV
file; data_new.to_csv(‘DoH2_16741_16821.csv’). This entry
exhibits some interesting traffic behaviors. These behaviors
are illustrated in Figs. 15, 16 and 17.

Fig. 19 shows the DoH distribution over a certain period of
time for which it is indexed by minutes between date/time:
31/3/2020 5:57 to date/time: 31/3/2020 6:03. Distributed
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Input type Univariate Input Multivariate Input
. . Single Step ~ Multivariate Multi Step
Output type Single Step Output Multistep Output Output Output Output
Decoder Vector
Bidirectional Stacked  Vanilla  Encoder
Model LSTM CNN' [STM  LSTM  (Transt ~ OWPW LST™M
(GRU)
ormer)
£ Error 0.75 0.77 0.67 0.74 0.1 0.1 0.5 0.72 0.13
A percentage
% Coefficient
£ of -0.03 -0.09 -0.12 0.03 -0.02 -0.10 0.64 N/A 0.77
g determination
S
o
5 ANOVA(P- 0.36 0.35 0.34 0.38 0.38 0.37 0.65 N/A 0.72
~ value)
:.:II

FIGURE 19. DoH distribution over time.

DoH around value 1 over time indicates an attack period
whilst distribution which is around value 0 over time indicates
benign or normal traffic. This character is also manifested
by ‘Duration’ distribution as depicted in Fig. 20. During
benign or normal traffic, packet travels at massive drop near
Os duration whilst during attack, packet fluctuated travelling
behavior between 30s to more than 35s.

T ategr

FIGURE 20. Duration distribution over time.
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Fig. 21 on the other hand depicts various data dis-
tribution for which the relationship is clearly spotted.
It shows the relationship between PacketLengthMean and
the manifested benign or attack traffic from the previous
distribution; DoH and Duration. In this graph, a benign
traffic is represented by either a sharp increase in distri-
bution (hitting 1122.029221 bytes) or a steep drop (hitting
74.33333333 bytes) in the PacketLengthMean distribution.
DoH label seems depicted as a flat distribution since the
y-axis range has a huge extreme value from 0 to 1000.
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FIGURE 21. PacketLengthMean distribution and its relationship with DoH
and duration distribution.

TABLE 5. Extracted dataset of size (78,3).

index Duration PacketTimeMean PacketLengthMean

augmentation can reduce the diversity of the dataset limiting
the model’s ability to learn robust features, and may lead to
overfitting where the model becomes too specialized to the
training data and performs poorly on unseen data [92]. Hence
precise prediction holds a vital role in forecasting machine
learning model across various domains [93].

B. RESULTS OF THE SPLITTING FUNCTIONS

Through this function, the dataset was prepared to be in the
diverse time series input and output sequence. Input sequence
is the input data from multiple variables (multivariate) or
from a single variable (univariate). Output sequence is the
target distribution. It can be generated into multiple step or
single step of univariate or multivariate. In this paper, the
univariate output is labelled by PacketLengthMean, whilst the
multivariate output is labelled by Duration, PacketTimeMean
and PacketLengthMean.

Fig. 22 demonstrates a snapshot of a configured input and
single step output sequence of a univariate PacketLength-
Mean of size (78,6) (78,). The prediction model that is trained
from this single window of six univariate input series dataset

will be expected to produce a predicted result similar to
1122 bytes.

[[223.
[228.
[228.
[217.
[258.
[218.

43333333]
79310345]
82758621]
59375 ]
9375 1
363636361 ]

[1122.02922078]

FIGURE 22. Univariate single step input & output sequence of size
(78,6)(78,) (for Bidirectional, Stacked, CNN and Vanilla LSTM).

0 33.231672 7.857725 218.451613
1 34.059338 8.668500 228.793103
2 34.062778 8.387013 223.433333
3 33.964155 8.363209 223.366667
4 33.166819 8.090497 223.433333
76 34.071067 8.677588 228.758621
77 33.716489 8.283129 223.433333
78 33.511712 8.202355 223.433333
79 33.634527 8.523066 228.758621
80 36.440616 2.493406 172.505085

[[223

[228.
[228.
[217.
[258.
[218.

.43333333]
79310345]
82758621]
59375 ]
9375 ]
36363636]]

[[1122.02922078]
[ 208.82352941]]

Finally, Table 5 depicts the final extracted variables from
the complete set of CIRA-CIC-DoHBrw-2020 for which it is
demonstrated some useful character to be extensively used in
training and extrapolating prediction results on this research.

It is indeed CIRA-CIC-DoHBrw-2020 is an imbalanced
dataset whereby most of its are categorized as attack’s frame.
There are only 31 of them considered benign. In a low foot-
print attack environment, this is considered a near-realistic
public dataset. Certain augmentation techniques may not be
suitable for all domains. For instance, data augmentation on
this near-realistic dataset could diminish the attack properties
of real cyberattacks. Furthermore, overusing extensive data
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FIGURE 23. Univariate input sequence & multiple output steps of size
(78,6) (78,2) (for Encoder and Vectored Output).

On the other hand, Fig. 23 demonstrates a snapshot of
a configured input and multiple step output sequence of a
univariate PacketLengthMean of size (78,6) (78,2). The pre-
diction model that is trained from a single window of six
univariate input series dataset will be expected to produce pre-
dicted result similar to the first step target which is 1122 bytes
and the second step target which is 208 bytes.

(78, 3, 2) (78,)

[[33.858211 8.13939616]

[37.671223 10.21754955]

[ 0.203372 0.15213751]] 1122.0292207792209

FIGURE 24. Multivariate (2 variables) input sequence and single step
output of size (78,3,2) (78,).
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Subsequently Fig. 24 shows the generated input and output
sequence of Multivariate single step function. This snapshot
of Multivariate time series of size (78, 3, 2) (78,). The pre-
diction model that is trained from a single window of three
multivariate input series dataset will be expected to produce
predicted result similar to 1122 bytes.

Next process is to reflect on the same the generated Mul-
tivariate input sequence, however this time with multiple
output window step of a single variable (univariate). Fig. 25 is
a snapshot of Multivariate time series of size (78, 3, 2) and the
output series of size (78, 2). The prediction model is trained
from a tree window size of two multivariate input series
dataset which is expected to produce predicted result similar
to 1122 bytes from the first output step and subsequently
208 from the second output step.

(78, 3, 2) (78, 2)
[[33.858211 8.13939616]
[37.671223 10.21754955]
[0.203372 0.15213751]] [1122.02922078

208.82352941]

FIGURE 25. Multivariate (2 variables) input sequence and multiple steps
output of size (78,3,2) (78,2).

Finally, Fig. 26 depicts a sequence of three multivariate
input dataset of size (78,3,3) (78,1,3). The first dimension is
the number of samples, in this case 78. The second dimension
is the number of time steps (window size) per sample, in this
case 3 is the value specified to the function. Finally, the last
dimension specifies the number of parallel time series or the
number of variables, in this case 3 (for the three parallel
series).

(78, 3, 3) (78, 1, 3)

[[ 33.231672 7.85772455 218.4516129 ]
[ 34.059338 8.66849959 228.79310345]
[ 34.062778 8.3870128 223.43333333]]

[[ 33.964155 8.3632088 223.36666667]]..

FIGURE 26. Multivariate (3 variables) input sequence and multivariate
multiple step output of size (78,3,3) (78,1,3).

This is expected to yield a subsequent three multivariate
output with only 1 step size (one window size) of each
variable. The output is expected to produce similar predicted
result for the next single step output of those three variables.
LSTM as input hence the data is ready to use without further
reshaping. X.shape<2> function is utilized to match the 3D
input dimension.

C. RESULTS OF COMPARING UNIVARIATE &
MULTIVARIATE PREDICTION MODEL

Tables 6 and 7 summarize the series of performance analysis
on various adopted time series predictive model over various
univariate and multivariate input sequences. Table 6 shows
the univariate performance whilst Table 7 records the mul-
tivariate performance. Fig. 27 presents a detailed analysis
of the prediction performance for various models trained
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on univariate input sequences, focusing on both single-step
and multi-step outputs. The results reveal the strengths and
limitations of each model. The Bidirectional LSTM model’s
single-step prediction is shown in Fig. 27(a), with an error rate
of 75% illustrated in Fig. 27(b). Similarly, the CNN model’s
single-step prediction, depicted in Fig. 27(c), resulted in
an error rate of 77%, as shown in Fig. 27(d), indicating a
slight increase in deviation compared to the Bidirectional
LSTM.

The Stacked LSTM model, visualized in Fig. 27(e), exhib-
ited an improved performance, achieving an error rate of
67%. This enhancement is attributed to the model’s archi-
tecture, which effectively captures long-term dependencies
in sequential data. The Vanilla LSTM model’s single-step
prediction, presented in Fig. 27(g) and 27(h), recorded an
error rate of 74%, highlighting its baseline performance.

The Vector prediction model, shown in Figs. 27(i)
and 27(j), extends its functionality to produce multi-step out-
puts from univariate input sequences. It achieved error rates
of 65% for the first timestep and 10% for the second, demon-
strating a significant reduction in error over successive steps.
Lastly, the Encoder model (Transformer) results, depicted
in Figs. 27(k) and 27(1), revealed a promising capability to
generate multi-step outputs, with error rates of 55% for the
first timestep and near-perfect accuracy (0% error) for the
second.

The Encoder model emerged as the most effective in this
comparison, largely due to its ability to extract and utilize
contextual information from the input sequence. These results
were achieved through optimization of model hyperparame-
ters, such as the number of dense layers, filters, and epochs.
However, the CNN model’s single-step predictions required
a filtering layer, which was not implemented, as reflected by
the missing values (N/A) in Table 6. Consequently, the CNN
model was not tested for multi-step outputs, limiting its com-
parative evaluation. This comprehensive analysis underscores
the varying capabilities of predictive models and highlights
the Encoder model’s superior performance in handling uni-
variate input sequences.

Subsequently, Fig. 28 through 34 demonstrate the influ-
ence of multivariate input sequences on the LSTM predictive
model. Fig. 28 demonstrates the single-step prediction per-
formance effect of the LSTM model. The measured error
percentage at 51% deviation from the primary target is clearly
seen in Fig. 29. Compared to all models trained exclusively
on univariate input sequences, this model still shows better
performance.

Then, Figs. 30, 31 and 32 illustrate the multivariate
multi-step output prediction of the LSTM predictive model
based on multivariate input sequences. The predicted output
diverges at 72% away from the prime target as reflected by
the error percentage in Fig. 30. The model receives multiple
variables as input for training. However, an excessive number
of variables for training might hinder model performance by
obscuring essential information within the dataset leading to
poor results.
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TABLE 6. Univariate splitting function input performance on time series predictive modelling.

Univariate Input

gn Single Step Output Multistep Output

E ;5 Bidirectional . Decoder Vector Output

S 2 CNN Stacked LSTM Vanilla LSTM

§ £ LSTM Encoder (Transformer) (GRU)

& :o: Target  Predict Target  Predict Target  Predict Target Predict Target Predict Predict Target Predic  Predict

= % % % % % % % % % % % @29 % % % (2
step) step)

20 denses- 0 075 NA  NA 0 078 0 074 0 075 022 0 078 030
300 epochs
50 denses- O 077 NA  NA 0 067 0 075 0 055 0l 0 075 028
300 epochs
100 denses- O 075 NA  NA 0 078 0 078 0 077 0l 0 065 0.1
300 epochs
20 denses- N/A N/A 0 0.77 N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
32filter-300
epochs
50 denses- N/A N/A 0 0.78 N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
64filter-300
epochs
100 denses- N/A N/A 0 0.78 N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
128filter-300
epochs

TABLE 7. Multivariate splitting function input performance on time series
predictive modelling.

Multivariate Input
LSTM
Single L .
@ ng Multivariate Multi Step
& Step Output Output
] Output p p
w
<@
£ S .
s 5 = g 0 g 28 ¥ 9
5 S I S 5 5 B¢ B 5 5 e
EE © I 2 iz 2 % i%
A = & & & £% & & &2
50  denses- 0 051 NA NA NA NA NA NA
300 epochs
100 denses- NA NA 0 072 NA 0 0.4 0.13
300 epochs

However, this 72% divergence applies solely to the fore-
casted Pkt LLen Mean. There are two additional variables,
Pkt_Time_Mean and Duration were accurately predicted for
both the first and second timestamps. Error percentages for
both variables at the first timestamp range from approxi-
mately 0% to 30% respectively as depicted in Fig. 31. It is
possible that these small prediction errors for both Duration
and Pkt_Time_Mean might be attributed to their consistent
distribution over the observed time frame. Since its manifest
a consistent pattern for a long period of time, the training
tends to influence the other variable. For brevity, the graphs
illustrate the error percentage rate only at the first output step.
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Exploring the final LSTM model, trained on multiple vari-
able input sequences is explored in Figs. 32 and 33 which
showcase its multi-step output projections. The trained multi
input variables are derived from the two columns labeled
Duration and Pkt_Time_Mean. These two input sequences
(multivariate input) are utilized to predict the trajectory of
Pkt_Len_Mean, a single output variable. As discussed ear-
lier, PkT_Len_Mean is chosen as the target label due to its
distribution resembling that of DoH traffic.

Fig. 34 illustrates the trajectory of the predicted traffic
compared to the target, showcasing the multi-step nature of
the output over two timestamps. The analysis of prediction
errors highlights the superior precision of the Multivariate
Multiple Step Forecasting method using LSTM. For the first
step, the forecast demonstrates a deviation of only 44% from
the target, as depicted in Fig. 34, while the second step
achieves an even lower error rate of 13%. To streamline the
presentation of results, Table 7 focuses exclusively on dense
layers that produce optimized predictions, which explains the
absence of values (N/A) for less effective configurations. This
concise representation underscores the efficacy of the pro-
posed method in achieving accurate multi-step forecasting.

D. COEFFICIENT OF DETERMINATION (R-SQUARED)
RESULTS

Fig. 35 illustrates the coefficient of determination
(R-squared) for each predictive model. R-squared is a sta-
tistical metric that quantifies the proportion of variance in
the observed traffic (dependent variable) explained by the
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FIGURE 27. Error percentage of univariate input sequence over the predictive model.

predicted traffic (independent variable) within a regression
framework. This measure ranges from 0O to 1, where higher
values indicate a stronger model fit to the data.

In this analysis, multivariate models, such as “Multivari-
ate Multiple Steps” and “Multivariate Single Step,” exhibit
notably higher R-squared values, exceeding 0.6, which sig-
nifies a good fit to the data. Conversely, most univariate
models demonstrate negative R-squared values, indicating
that these models perform worse than a simple horizontal line
as a predictor. Negative R-squared values typically suggest
significant issues with the model, either in its design or the
data used for fitting. However, in this context, the negative
R-squared values for univariate models may be attributed
to the nature of network traffic, which does not conform
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to the patterns typically captured by regression lines. This
emphasizes the superior performance of multivariate models
in capturing the complexities of network traffic.

The chart in Fig. 36 shows the F-statistic for each model,
which is a measure of the variance between the groups com-
pared to the variance within each group. A higher F-statistic
generally suggests a larger difference between the groups.
However, the F-statistic alone isn’t sufficient to determine
statistical significance; it must be considered alongside the
p-value (as seen in the first chart). The magnitude of the
F-statistic here varies, but as the corresponding p-values are
not statistically significant, the differences are not meaning-
ful. The subsequent bar chart in Fig. 37 displays the p-values
resulting from an F-oneway test for each model. The p-value
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M. H. M. Yusof et al.: Impact of Input Sequence Types on Healthcare Intrusion Prediction Models

IEEE Access

Mufwanyte Snges Step L5TM Predichye Mgl

Tt
b
3
r
E *H
i
é ¥ -.-;""-'I.Ill'l
:-'
e "r‘-’
> L
|
i - ) //
o - i
BF 83 18- L Z6  1¥ 34 Ly e
ks
FIGURE 28. Multivariate single step LSTM predictive model.
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FIGURE 29. Multivariate single step LSTM predictive model error
percentage.
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FIGURE 30. Multivariate input and multivariate multiple step output
LSTM predictive model.

represents the probability of observing the obtained results
(or more extreme results) if there were no real difference
between the groups being compared. A low p-value (typically
below 0.05) suggests that there’s a statistically significant
difference. In this case, almost all p-values are above 0.05,
implying that none of the models demonstrate a statistically
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FIGURE 31. Multivariate input and multivariate multiple step output LSTM
predictive model error percentage (Variable Duration & Pkt_Time_Mean).
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FIGURE 32. Multivariate input and multivariate multiple step output
LSTM predictive model error percentage (Variable Pkt_Len_Mean).
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FIGURE 33. Multivariate input multiple step output LSTM predictive
model.

significant difference in performance based on the F-oneway
test.

In the case of the F statistic = 5.731 and p-value =
0.04357 respectively. Since the p-value is less than 0.05 hence
we would reject the null hypothesis. This implies that we have
sufficient proof to say that there exists a difference in the
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FIGURE 34. Multivariate input multiple step output LSTM predictive
model error percentage.

performance. However, since the significance probability is
a value set by the researcher according to the circumstances
of each study, it does not necessarily have to be 0.05.

For one-way ANOVA the statistical significance is verified
by comparing the F-test = (variance between treatments)/
(variance within treatments) assess whether any of the treat-
ments are on average superior, or inferior. On the contrary,
an F-statistic of 0 indicates that the independent variable does
not explain the variation in the dependent variable.

E. CROSS VALIDATION

To further evaluate the top-performing models, including the
Transformer encoder-decoder, GRU, and two multivariate
models, cross-validation was conducted. Fig. 38 presents a
bar chart illustrating the performance of a Univariate Vector
Output GRU model across five cross-validation folds, using
the coefficient of determination (R-squared) as the perfor-
mance metric.

The results reveal variability in the model’s predictive
performance. Fold 1 demonstrates a very poor fit, with
a negative R-squared value of —1.90, indicating that the
model performed inadequately on this fold’s test data. Folds
2 and 3 show moderate R-squared values of 0.27 and 0.19,
respectively, suggesting limited predictive power in these
cases. In contrast, Folds 4 and 5 exhibit exceptionally high
R-squared values of 0.997 and 0.998, reflecting an excellent
fit and highlighting the model’s ability to accurately capture
the underlying data patterns for these folds. These results
emphasize the variability in performance and the importance
of robust evaluation methods.

Next, Fig. 39 depicts the bar chart displays the Coefficient
of Determination (R-squared) values for a Univariate Trans-
former encoder-decoder model across five different folds of
cross-validation. Each bar represents a fold, and its height
corresponds to the R-squared value for that fold. The first fold
shows a very poor fit (R-squared of approximately —4.74),
while the 4th and 5th folds show very good fits (R-squared of
approximately 0.99 and 0.99 respectively). The 2nd and 3rd
folds show moderate fits (around 0.6).
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The significant difference in R-squared between the first
fold and the other folds is noteworthy. This suggests that the
model’s performance might be sensitive to the specific data
in that particular fold. It might be due to outliers in the data
or an issue with how the data was split for that fold. The other
folds are demonstrating generally good fit.

The bar chart in Fig. 40 illustrates the Coefficient of
Determination (R-squared) for a multivariate multiple-steps
model across five folds of cross-validation. R-squared serves
as a measure of how well the model fits the data, with
values closer to 1 indicating a superior fit. The model con-
sistently demonstrates strong performance across all folds,
as reflected by the high R-squared values. While slight vari-
ations are observed, with Fold 2 exhibiting a marginally
lower R-squared compared to the others, the overall results
indicate stable and reliable performance. These findings
suggest that the multivariate multiple-steps model general-
izes effectively to unseen data, showcasing robust predictive
capabilities.

Subsequently, the R-squared bar chart in Fig. 41 visualizes
the performance of a multivariate single-step model across
five different folds of cross-validation. All five folds show
very high R-squared values, extremely close to 1. This sug-
gests that the model performs exceptionally well in each
fold and can accurately predict the target variable. The slight
variations between folds (e.g., the 3rd fold having a slightly
lower R-squared) are minor and may reflect minor differences
in the data within each fold. Overall, the model appears highly
robust and fits the data well.

Finally, Fig. 42 shows the results of the MAE for five
different time series forecasting models, for each were eval-
uated across five folds of cross-validation. MAE measures
the average magnitude of the errors in a set of predictions,
without considering their direction. A lower MAE indicates
better accuracy. Univariate Vector Output GRU Multiple Step
& Univariate Transformer Encoder-Decoder Multiple Step:
These models exhibit high variability in performance across
folds. Some folds have very low MAE (around 1-3), suggest-
ing good performance, while others have significantly higher
MAE (up to ~30 for GRU). This inconsistency may due to
several reasons. It might indicate that these models may be
sensitive to the specific data in each fold, or that they are
not consistently capturing the underlying patterns in the time
series data. We choose the former over the latter since the
same set of data is used throughout the process. Hence the
data consistency is preserved.

On the other hand, Multivariate multiple steps: This model
demonstrates more consistent performance than the univari-
ate models, with MAEs generally ranging from 0.5 to 7.
However, the model still exhibits some variability across
the folds, with fold 2 and fold 5 showing higher errors.
Conversely, the Multivariate single step: This model has the
lowest MAE values overall compared to other models, with
most folds having errors below 2. This indicates potentially
the strongest predictive performance. Fold 5 shows an outlier
value of approximately 4.2, suggesting potential issues with
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FIGURE 36. ANOVA F-statistics.

this specific fold or a limitation of this model in capturing
long-term trends.

F. COMPARATIVE ANALYSIS WITH STATE OF THE ART
MODELS

A supplementary experiment was conducted in this study
utilizing ARIMA, GRU, and Ensemble Learning models,
representing state-of-the-art approaches, for the purpose
of comparative analysis. ARIMA is good choice for uni-
variate predictions because its capture linear dependencies
between current and past observations [94]. While SARIMA
(extended version of ARIMA) can handle complex season-
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g‘f #,f

ality, multivariate patterns can still be challenging for these
models to capture accurately [95]. The experiment is pro-
posed to verify the advantages of deep learning models with
the ultimate goal of enhancing their persuasiveness. ARIMA
mathematical expression is shown in equation (8);

AMIRA = (1 - Z‘Z’zl aiLi) X, = (1 + Zle 0,~L") Py
(8)

L in the expression is the lag operator or backshift
operator to produce the previous element, a; are the random-
ized autoregressive parameters, §; are the moving average
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FIGURE 38. 5 folds R-squared cross validation on univariate GRU models.
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FIGURE 39. 5-folds R-squared cross validation on univariate transformer
models.

parameters to capture the average change in a data series over
time and ¢; are the error terms which generally independent.

The experiment in Fig. 43 demonstrates ARIMA modeling
on predicting ‘PacketLengthMean’. ARIMA is a traditional
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FIGURE 40. 5-folds R-squared cross validation on multivariate multi steps

models.
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FIGURE 41. 5-folds R-squared cross validation on multivariate single step
models.
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time series model which suitable for univariate time series.
The RMSE is calculated to evaluate the model’s accuracy.
A lower RMSE indicates better performance. The ARIMA
model applies RMSE loss function. Given the RMSE as
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FIGURE 42. 5-folds cross validation MAE evaluations.

shown in equation (9);

2

RMSE = (/3= lom i —yb/m O

Which has a similar principle to find the differences between
the true and the predicted values. In this equation, the Square
Root and Squared cancel out each other similar to the princi-
ple of MAE equation.

The plot shows the actual ‘PacketLengthMean’ values or
in the second part in blue and the predicted values in green.
Cross validation training involves partitioning the dataset into
80 equal sized subsets. It involves dataset index O to 79, 80 to
159, 160 to 239 and index 16741 to 16821. Each subset was
trained two folded. The goal is for the green line (predictions)
to closely follow the blue line (actual values). Large gaps
between the lines indicate poor prediction accuracy. The red
line is consistently above or below the blue line, it means
the model is systematically over- or under-predicting. Some
degree of random fluctuation is expected, but excessive vari-
ation suggests the model is not capturing the underlying
patterns well. The model’s performance was evaluated using
the Root Mean Squared Error (RMSE) test, which resulted
in a fluctuated high RMSE score of 6.777, 41.490, 22.811,
19.326, 6.594, 12.585, 22.946, 21.630 indicating low perfor-
mance.

Also, it is important to note that GRU and Transformer
are broadly recognized as State-of-the-art for many sequences
prediction task especially in areas like Time Series Forecast-
ing and NLP [96]. GRU models were considered state-of-the-
art for many sequence prediction tasks before the widespread
adoption of Transformers. They are still very capable and
often preferred for certain applications due to their effi-
ciency. Numerous subsequent works have built upon the
Transformer, demonstrating its state-of-the-art performance
in various domains. For instance, the development of large
language models like GPT and BERT are direct descendants
and evidence of Transformer’s State-of-the-art capabilities.

We extended our evaluation by training the dataset on an
additional model recognized as a state-of-the-art approach:
Ensemble Learning. Ensemble learning is a hybrid method-
ology that integrates multiple individual models to enhance
the overall learning process. By combining different learning
algorithms, ensemble methods can effectively capture diverse
patterns in the data, resulting in more robust and accurate
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intrusion detection outcomes. This approach capitalizes on
the strengths of various models, as each one may identify
unique aspects of potential attacks.

The architecture of the ensemble model follows a struc-
tured flow, beginning with the input data, which is then
processed through several base models arranged in parallel.
These base models, labeled from Base Model 1 to N, consist
of different machine learning techniques, including Decision
Trees, SVM, Logistic Regression, and Neural Networks. For
this specific experiment, we employed two base models: Base
Model 1 was a Random Forest Regressor, and Base Model
2 was a Gradient Boosting Regressor. The outputs from these
base models, referred to as Prediction 1 to N, represent the
individual predictions generated by each model.

Subsequently, these predictions are passed to the ensem-
ble or aggregation layer, where they are combined using
a regression-based ensemble method to produce the final
prediction. Rather than relying on a single model to achieve
optimal performance, the ensemble approach harnesses the
collective intelligence of multiple competent models, thereby
mitigating individual weaknesses and achieving higher accu-
racy.

For this evaluation, the ensemble model was applied using
univariate input sequences only, although such models are
often suitable for both univariate and multivariate sequences.
The cross-validation process involved partitioning the dataset
into 80 equally sized subsets, using index ranges such as 0—
79, 80-159, 160-239, and 16741-16821. Each subset was
used in a single fold of the cross-validation training. The
following table presents the intrusion prediction performance
of the ensemble model under these settings.

Fig. 44 illustrates the performance of the ensemble model
in predicting the PacketLengthMean feature for the first fore-
cast step. The blue line represents the true, observed values
from the test dataset—serving as the ground truth. In contrast,
the orange line depicts the values predicted by the ensemble
model for the same feature and forecast step.

By visually comparing these two lines, one can evaluate
the model’s predictive accuracy. A close alignment between
the orange and blue lines indicates high prediction accuracy,
whereas noticeable deviations highlight instances where the
model underperforms. This comparison provides an intuitive
understanding of how effectively the ensemble model cap-
tures the underlying patterns in the data.

In addition to the visual representation, the Root Mean
Square Error (RMSE) offers a quantitative measure of per-
formance. It is calculated as the square root of the average
squared differences between the actual and predicted values,
both flattened across the test set. Throughout the experiments,
higher RMSE values indicate poorer model performance. The
specific RMSE values for different test segments have been
reported to reflect this.

G. COMPUTATIONAL COMPLEXITY ANALYSIS
To complement the performance evaluation of prediction
accuracy, a computational complexity analysis was con-
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FIGURE 43. Prediction results based on ARIMA model, a traditional time series model.

ducted to assess the efficiency of each model. This analysis
focuses on four primary metrics: the number of trainable
parameters, average training time per epoch, average infer-
ence time per sample, and approximate memory usage during
execution. These metrics offer practical insight into the
resource demands and scalability of each model, especially
when considering real-time applications in healthcare infras-
tructure.

The analysis was performed on a Google Colab environ-
ment equipped with a Tesla T4 GPU, 13 GB of RAM, and
2 vCPUs. Each model was trained and tested using identical
data splits and hyperparameters (batch size = 32, epochs =
50, sequence length = 80). The inference time was mea-
sured as the average time to predict a single sample across
1000 runs. Table 8 summarizes the findings of computational
complexity.

These findings highlight the trade-offs between predic-
tion accuracy and computational efficiency. The CNN model
demonstrated the fastest training and inference times with rel-
atively low memory usage, making it suitable for low-latency
or resource-constrained environments. Conversely, the Trans-
former Encoder-Decoder model, although exhibiting superior
multistep prediction accuracy, incurred the highest compu-
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TABLE 8. Computational complexity.

Trainable Training Inference Memory
Model Parameter Time Time Usage
eters (sec/epoch) (ms/sample) (approx.)
Vanilla
LSTM ~50,000 42 0.80 210 MB
Stacked
LSTM ~120,000 60 1.10 310 MB
Bidirectional
LSTM ~90,000 65 1.30 330 MB
Transformer
Encoder- ~240,000 80 1.90 410 MB
Decoder
GRU
(Vector ~85,000 55 0.90 220 MB
Output)
CNN ~60,000 30 0.70 180 MB

tational cost due to its attention mechanisms and larger
architecture. Bidirectional and Stacked LSTM models also
showed moderate-to-high complexity, while the GRU-based
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FIGURE 44. Ensemble model: Actual vs. Predicted PacketLengthMean for the first forecast step.

model offered a balanced compromise between performance
and efficiency.

This analysis underscores the importance of considering
deployment context when selecting predictive models for
healthcare intrusion systems. In time-sensitive or embedded
environments, lighter models such as CNN or Vanilla LSTM
may be preferable, whereas high-resource settings can afford
the accuracy gains provided by more complex architectures
like the Transformer.

V. DISCUSSION

This study has utilized useful features from comprehen-
sive investigation that uncovered the crucial PC value (from
Principle Component Analysis). This useful character to
be extensively used in training and extrapolating predic-
tion results on this research. These reflected in a series
of generated input sequences, each consisting of a univari-
ate input dimension of (78,6) and single step output of
(78,) for Bidirectional, Stacked, CNN and Vanilla LSTM.
Additionally, for Transformer Encoder-Decoder and Vec-
tored Output models, the same univariate input dimension
of (78,6) is applied but the output was expanded to multiple
steps with a size of (78,2). Similarly, a series of multivariate
input sequences, each with a dimension of (78,3,2) were
generated. These sequences produced both single and mul-
tiple step output sequences with dimensions of (78,) and
(78,2) respectively. In similar manner, another multivariate
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input sequences each with 3 variables and a dimension of
(78,3,3) were employed to generate multiple step outputs
of size (78,1,3), another attempt to experiment different
scenarios. The input and output configurations are visually
represented in Figs. 18-22. excessive number of variables
for trainings might hinder model performance by obscur-
ing essential information within the dataset leading to poor
results. On a similar note, Transformer encoder-decoder
architectures, trained on univariate input, have demonstrated
strong potential for accurate predictions. It may due to its
capability to capture the context and essential information
from the input sequence. Subsequently, LSTM model has
manifested quite a significant improvement in predicting
multivariate input sequences. This can likely be attributed
to the architecture’s ability to effectively capture long-term
dependencies within sequential data. Indeed, it is apparent
that both models performed well in predicting multistep out-
puts.

Furthermore, based on the provided results from the R-
squared, p-values and F-statistics, the multivariate models
show some promise in terms of R-squared values. The low
R-squared values for the univariate models raise concerns
about their suitability for the current data and task. The
p-values and F-statistics do not reveal significant differ-
ences between the models in this particular test. It’s crucial
to remember that a single statistical test doesn’t provide a
comprehensive evaluation. To solidify our conclusions, that
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is why we have already employed different statistical tests
or metrics (such as Mean Absolute Error and Root Mean
Squared Error) and conducting a more in-depth investiga-
tion of the data and model residuals. To further evaluate
the top-performing models (Transformer encoder-decoder,
GRU, and two multivariate models), cross-validation was
performed. For future research, we plan to develop a
fully-fledged intrusion prediction model that incorporates all
the aforementioned factors, aiming to enhance its accuracy
and effectiveness in real-world scenarios especially in the
healthcare sectors.

All in all, to ensure the relevancy of this discussion
within the healthcare domain, given the demonstrated bet-
ter performance of multivariate models in healthcare, it is
crucial to recognize the sequential nature and dependen-
cies within medical multi-event (multivariable) data to build
robust and accurate predictive systems. Many diseases don’t
manifest instantly but evolve over time. Medical data reflects
this progression through a sequence of symptoms, diag-
noses, treatments, and physiological changes. Ignoring this
sequence can lead to a static and incomplete understand-
ing of a patient’s condition. Worthy to mention that one
medical event often influences the likelihood or nature of
future events. For example, a patient diagnosed with hyper-
tension is at a higher risk of developing cardiovascular disease
later. Treatments administered at one point can affect the
patient’s response to subsequent treatments. Recognizing
these dependencies is vital for accurate prediction and effec-
tive management. Predicting the future course of a disease
(prognosis) heavily relies on understanding past patterns
and dependencies. Analyzing the sequence of events can
help identify patients at higher risk of complications, predict
treatment outcomes, and estimate disease progression time-
lines more accurately. Hence, Machine learning models that
account for temporal dependencies can capture complex rela-
tionships and make more accurate predictions than models
that treat data points as independent

Finally acknowledging the inherent sequential nature
and interdependencies within medical multi-event (multi-
variable) network data transcends mere statistical prefer-
ence. It becomes a fundamental necessity for constructing
robust intrusion predictive model within healthcare industry.
By leveraging the sequential and dependent nature of health-
care network data unlocks the potential for more sophisticated
predictive capabilities. By employing models capable of
capturing these dynamics, such as Recurrent Neural Net-
works (RNNs), including LSTMs and GRUs, Transformer
networks, and certain statistical time-series models, we can
improve prediction accuracy by learning the complex tempo-
ral patterns and dependencies which leads to more accurate
predictions of potential intrusions. Then enhance early detec-
tion by identifying subtle deviations from learned normal
sequential patterns across multiple variables which ultimately
enables earlier detection of malicious activity and allowing
for timely intervention and mitigation. It also provides richer
understanding on the relationships and temporal evolution of
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Algorithm 1 Univariate Splitting Function (a,b: Real)
Univariate_Splitting_Function

€999

Args:
a: The input list or string to split (data array).
b: The first delimiter (optional) or input time steps.
X,y < list(), list();
For i = length(a):
end < i+b; > Find end of list
ifend>length(a)-1 then
break
end if
pattern_X, pattern_y<— ali:end], alend];
Xappend (pattern_X);
yappend (pattern_y);
return array(X), array(y)

Algorithm 2 Input Output Configurations (BiLSTM /
Stacked-LSTM/ Vanilla LSTM)

€999

Args:
a: The input list or string to split (data array).
b: The first delimiter (optional) or input time steps.
b< R; > Any Real number
X,y< Univariate_Splitting_Function(a, b);
For i = length(X):
Print(X[i], y[i]);
Xreshape [samples, timesteps, features];

Algorithm 3 Input Output Configurations (CNN)

9999

Args:
a: The input list or string to split (data array).
b: The first delimiter (optional) or input time steps.
b<— R; > Any Real number
X,y<— Univariate_Splitting_Function(a, b);
For i = length(X):
Print(X[il, y[il);
Xreshape [samples, sequences, timesteps, features];

medical data during an intrusion which can offer valuable
insights into the attacker’s strategies and the potential impact
on the healthcare system. Subsequently, this study will help
to develop more context-aware security systems by learn-
ing what constitutes ‘“‘normal” and ‘“‘attack” multivariate
sequences in specific healthcare contexts.

VI. CONCLUSION
This study highlights the growing relevance of predictive
modeling in enhancing the security posture of healthcare
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Algorithm 4 Univariate Splitting Function Multisteps (a,b, c:
Real)
Univariate_Splitting_Function_Multisteps

669999

Args:
a: The input list or string to split (data array).
b: The first delimiter (optional) or input (X) time steps.
c: The second delimiter (optional) or output (y) time steps.
X,y< list(), list();
For i = length(a):
end < i+b; > Find end of list
output < end+c; > Find output timesteps
ifoutpur>length(a) then
break
end if
pattern_X,pattern_y<— ali:end], alend:output];
Xappend (pattern_X);
yappend (pattern_y);
return array(X), array(y)

Algorithm 5 Input Output Configuration for Multiple
Timesteps (Transformer Encoder-Decoder)

669999

Args:

a: The input list or string to split (data array).

b: The first delimiter (optional) or input time steps.

c: The second delimiter (optional) or output (y) time steps.
b,c< R; > Any Real number
X,y<— Univariate_Splitting_Function_Multisteps(a, b,c);
For i = length(X):

Print(X[il, yl[il);

Xreshape [samples, timesteps, features];

yreshape [samples, timesteps, features];

networks through proactive intrusion forecasting. While IDS
remain vital for detecting known, zero-day, and n-day attacks,
the application of time series prediction within IDS research
is still underexplored compared to other domains such as
environmental monitoring, energy systems, and meteorology.
Additionally, existing IDS datasets often lack realism and
fail to reflect the complexity of modern network threats.
Building on prior work identifying a reliable benchmark
dataset through Principal Component Analysis, this study
evaluated the performance of leading predictive models—
LSTM, GRU, and Transformer—under various univariate
and multivariate configurations. Results show that multivari-
ate LSTM models consistently outperform others, achieving
low error rates and demonstrating strong sensitivity to input
sequence design. These findings underscore the importance
of capturing temporal dependencies in intrusion data and con-
firm the scalability and robustness of top-performing models,
particularly in noisy healthcare network environments. Future
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Algorithm 6 Multivariate Splitting Function (a,b, c: Real)
Multivariate_Splitting_Function_Multisteps

€999

Args:
a: The input list or string to split (data array).
b: The first delimiter (optional) or input (X) time steps.
c: The second delimiter (optional) or output (y) time steps.
X,y< list(), list();
For i = length(a):
end < 1+b; > Find end of list
output < end+c-1; > Find output timesteps
ifoutput>length(a) then
break
end if
pattern_X,pattern_y<— ali:end,:-1], a[end-1:output, -1];
Xappend (pattern_X);

yappend (pattern_y);
return array(X), array(y)

Algorithm 7 Input Output Configuration for Multivariate
Multiplesteps

9999

Args:

a: The input list or string to split (data array).

b: The first delimiter (optional) or input (X) time steps.

c: The second delimiter (optional) or output (y) time steps.
b,c< R1, R2; > Any Real number(i.e 3,2)
X,y< Multivariate_Splitting_Function_Multisteps(a, b,c);
For i = length(X):

Print(X[il, y[i]);
features < x.shape [2]

research should explore advanced architectures such as Tem-
poral Fusion Transformers (TFT), Informer, and Autoformer
to further enhance prediction accuracy in intrusion forecast-
ing for healthcare networks. These models are well-suited for
capturing complex temporal dependencies and uncertainty
in sequential data. Additionally, real-time deployment with
adaptive learning from streaming data presents a promising
direction for improving the responsiveness and operational
utility of predictive systems. Integrating explainable Al
(XAI) techniques will further support interpretability and
decision-making by cybersecurity professionals. Expand-
ing the scope of datasets to include emerging network
environments—such as 5G and IoT-based medical traffic—
will also strengthen model generalizability and robustness
across a wider range of healthcare scenarios. Furthermore,
recent advancements in attention-based architectures and
interactive memory learning have shown significant promise
in handling complex data processing tasks, particularly in
image super-resolution [97], [98], [99], [100]. Techniques
such as expectation-maximization attention mechanisms and
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interactive memory models offer valuable insights and could
be adapted to enhance temporal sequence modeling in intru-
sion prediction, especially when extended to multimodal or
graph-based traffic data.
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APPENDICES
A. APPENDIX I: ALGORITHMS
See Algorithms 1-7.

B. APPENDIX II: NOMENCLATURE
Symbol/

Abbreviation Description Unit

X Input sequence used -
for prediction (uni-
variate or multivari-
ate)

y Predicted
value(s)

t Time step in a
sequence

a Sample size or data
anray length
(dimensionless)

b Number of timesteps  steps
in the input sequence

c Number of timesteps  steps
in the output
sequence (multistep
output)

n Number of features

in multivariate input

(dimensionless)

Mean Absolute Error

prediction target

Root Mean Square

Error

prediction target

Coefficient of deter- —

mination

output —
seconds (s)

count

count

MAE % or unit of

RMSE % or unit of

R2R?
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ANOVA Analysis of -
Variance (statistical
significance test)
Convolutional Neu- -
ral Network
Long Short-Ternm -
Memory
Gated
Unit
Bidirectional Long -
ShortTerm Memory
Transformer -
EncoderDecoder
architecture
PCA Principal -
Component Analysis
DoH DNS over HTTPS -
CIRA-CIC-
DoHBrw-2020

CNN
LSTM

GRU Recurrent -

BiLSTM

Transformer

Benchmark dataset —

containing  benign

and malicious

DNS-overHTTPS

traffic

Ngeq Number of
sequences for
reshaping data in
CNN models

TPU Tensor  Processing -

Unit (hardware for

acceleration)

High Bandwidth GB

Memory used in

TPU environments

w,o Mean and standard

deviation (in statisti-

cal analysis)

unit

count

HBM

Same as feature
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