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Abstract 

With the development and advent of Internet communications and multimedia technology, it is of high importance to secure the 
digital media, including audio, video, speech, and images. In fact, watermarking technique provides an efficient solution to this 
problem. However, for an effective watermarking of data, several important requirements need to be met, such as transparency, 
low computational cost, robustness, and security. In this work, a robust hybridized medical images watermarking approach based 
on Walsh Hadamard Transform (WHT ) and singular value decomposition (S VD) is presented. Both of the host image and the watermark 
images were modified with singular values obtained by the (S VD) approach. The simulation results demonstrate that this proposed 
watermarking framework is highly robust and achieves high peak signal to noise ratio (PS NR) and high structure similarity index (S S 
IM). 
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1. Introduction 
 

Nowadays, the growing multimedia information exchange has activated an emerging problem of unauthorized 
replication and data dissemination. This unavoidably enforces the need for protection of copyrighted multimedia data. 
The extraordinary growing use of medical images and sharing sensitive information of the patients necessitate the 
security and integrity of the information as the corruption of data stored in a medical image can harm the patient’s life. 
Generally, the exchange of medical images among hospitals, physicians, and patients is done via Digital Imaging and 
Communications (DICOM) standard integrated with an image sharing software, such as Health Information Exchange (HIE) 
and Picture Archiving & Communication Systems (PACS ) [1]. However, stored medical images on cloud are vulnerable 
to exposure and attacks over the world wide web. In a bid to negotiate with these impending challenges, digital 
watermarking systems, which refer to the procedure of hiding information (watermark), can be utilized as 
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a promising tool and an indispensable technology for copyright protection, immune to such maladies. To produce 
the watermarked digital image, the watermarking procedure composes of two processes: embedding and extraction. 
In the embedding process, watermarks are inserted onto the cover image intended to be protected. While, in the 
extraction process, the watermarked image is retrieved from the original image [2]. Digital watermarking methods 
can be implemented either in the spatial domain or in the frequency domain. However, it worth mentioning that in 
frequency domain, digital watermarking is more robust than in spatial domain. To transform an image from a spatial 
domain to a frequency domain, various transformation methods can be used, including Discrete Cosine Transform 
(DCT ), Discrete Wavelet Transform (DWT ), Discrete Fourier transform (DFT ), Laplace Transform (LT ), and Walsh 
Hadamard Transform (WHT ) [3]. 
In this paper, we present a digital watermarking scheme using the Fast Walsh Hadamard transform (FWHT ) and the Singular 
Value Decomposition (S VD) jointly. The paper is organized as follows: Section II gives an overview of some of the 
recent related works and presents the prevailing techniques in the field of watermarking using (WHT ). Section III 
describes the preliminaries. The detailed description of the proposed watermark embedding and extraction schemes are 
discussed in section IV. Section V highlights the performance analysis results of the watermarking approach. Before 
concluding in section VII, watermarking security analysis is annotated in section VI. 

 
 
 
 

2. Related Works 
 

The work in [4] presents a blind watermark detection approach for audio copyright protection using lifting wavelet 
transform (LWT ), (FWHT ), and (S VD) techniques. The proposed scheme segments the original audio signal into non 
overlapping frames prior to embedding watermark data into the largest singular value of the (FHWT ) coeffi- cients 
obtained from the low frequency (LWT ) coefficients of each frame. In [5], the authors present a novel and effective 
mechanism to secure medical images through watermarking. The work achieved an improved imperceptibil- ity and 
high (PS NR) via Walsh transform and its inverse along with Santlettransform and (S VD) techniques. Also, artificial neural 
network (ANN) approach was applied for extracting the features of the medical image to distinguish the region of 
interest from the region of no interest and (RGB) classification. Moreover, the authors in [6] suggest a genetic 
algorithm based watermarking technique, 2 D Walsh transform, for semi blind color images. This intel- ligent dual 
watermarking method achieves optimal embedding strength that effects imperceptibility and robustness parameters, 
(PS NR) and (NCC), respectively. It also employs (S VD) to reduce and factorize the high dimension wavelet coefficients 
matrix data and, consequently, reduces the computation cost [7]. The work in [8] proposes an efficient blind 
symmetric image watermarking method using (S VD) and the (FWHT ) for ownership protection application providing high 
robustness, security, and imperceptibility. Initially, Gaussian mapping was utilized as a pre processing step to 
scramble the watermark in order to safeguard the system against unauthorized detection. The (FWHT ), along with 
coefficient ordering, was then used because of its low computational complexity on the cover image. Key mapping, 
using (S VD) of the host image, was also used to generate unique keys from the single values of the (FWHT ) blocks 
and are kept by the user only. Afterwards, the keys help in extracting the watermark and verify ownership. In [9], the 
authors present a robust technique for secure image watermarking using non negative matrix factorization (NMF) 
and (FWHT ) to embed the watermark in the cover image. The (NMF) technique was applied separately to each block 
of the cover image after being divided into small blocks. Their approach can insert watermark many times by applying 
several transforms of (NMF) and (FWHT ) to the cover image, boosting the strength against attacks and enhances the effort 
of destroying all the copies of the watermark. The authors in [10] propose an optimized image watermarking approach 
based on Hadamard transform in conjunction with discrete wavelet transform (DWT ) and machine learning techniques 
(MLT s). Also, a genetic algorithm (GA) was used as an optimization technique to optimize the watermarking 
embedding process, achieving a trade off between robustness and imperceptibility. In addition, the (GA) was used to 
optimize adaptive multiple strength values as an alternative to single values to modify the cover host image transformed 
coefficients. Using the estimation capability of decision tree (DT ) technique for the original image coefficients, blind 
watermarking scheme, was conducted, in which the extraction of watermark is achieved without the need of the 
original image. 
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describes the preliminaries. The detailed description of the proposed watermark embedding and extraction schemes are 
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3. Preliminaries 
 

3.1. Walsh Hadamard Transform 
 

Walsh Hadamard Transform (WHT ), also known as Walsh−Fourier Transform, is an orthogonal function that 
consists of only two values +1 and −1. The (WHT ) is one form of the generalized Fourier transform, and it is widely 
used in image processing and speech processing for its unique sequence values, simplicity, and low−computational 
complexity. Let the matrix Cm m be the original image having m number of samples. The 2   D (WHT ) transform, Ĉ , 
of C is given by [8]: 

 
 

Ĉ  =  
1 HCH, (1) 
m 

 

where H is the Hadamard square matrix of size m m consisting of +1 and −1 and satisfies HHT = mIm, where Im is 
the identity matrix. The 2 2, 4 4, and the general form of the (WHT ) Hadamard matrices are written as follows: 
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However, the inverse (WHT ) can be used to recover and reconstruct the original image, and it is denoted as follows: 
 
 

C =  
1 HĈ H (3) 
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3.2. Singular Value Decomposition 
 

The Singular value decomposition (S VD) is a matrix factorization of an image Cm m. It is decomposed into a 
product of three matrices U, S, VT , where U and V are m   m orthogonal matrices. That is, UUT = I and VVT = I. The 
S is a diagonal matrix of singular values λ1, λ2, ..., λm, or S = diag(λi). As a conclusion, the (S VD) of C can be 
represented as follows [7], [8]: 
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4. Proposed Method 
 

4.1. Watermark Embedding 
 

The proposed watermarking scheme implement a hybridization of the (FWHT ) and (S VD). The proposed algo- 
rithm for the watermark−embedding process is illustrated in Fig. 1a. For a host image and a watermark image, each 
with a dimension of (512 512), the algorithm’s procedures are as follows: 

1. Partition the host image and so the watermark image into three channels or blocks: (red, green, blue). 
2. Apply the (FWHT ) on each channel of the host image and similar for the watermark image. 
3. Apply the (S VD) on each channel and convert it into three U, S, and V matrices, each is with (512 512) 

dimensions. 
4. Find the singular values of the host image and then modify them by the singular values of the watermark image 

using the following equation: 
 

Snew = Shost + α Swatermark (6) 

 
where α is set to a value of 0.10. 

5. Apply the inverse (S VD) as follows: 
 

Wnew = Uhost Swatermark VT
 

 
(7) 

 
 

6. Find the inverse (FWHT ) to acquire the watermarked image. 
7. Combine the three channels: (red, green, blue). 
8. Repeat all the above procedures for another watermark image. 

 
4.2. Watermark Extraction 

 
The proposed process of the watermark extraction is demonstrated in Fig. 1b. This extraction process is a non blind 

watermarking, given the fact that it uses and copies both the original image and the embedded watermark image that 
are necessary for the extraction. The process steps are as follows: 

 
1. Apply the (FWHT ) on the watermarked image and on the host image. 
2. Apply the (S VD) on the (FWHT ) transformed watermarked image. 
3. Subtract the singular values of the host image from the singular values of the watermarked image, as follows: 

 

Swnew = Swatermark − Shost (8) 

 
4. Apply the inverse (S VD) to acquire the extracted watermark image, as follows: 

 

Wext = UwSwnewVT
 

 
(9) 

 
 

5. Apply the inverse (FWHT ). 
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with a dimension of (512 512), the algorithm’s procedures are as follows: 

1. Partition the host image and so the watermark image into three channels or blocks: (red, green, blue). 
2. Apply the (FWHT ) on each channel of the host image and similar for the watermark image. 
3. Apply the (S VD) on each channel and convert it into three U, S, and V matrices, each is with (512 512) 

dimensions. 
4. Find the singular values of the host image and then modify them by the singular values of the watermark image 

using the following equation: 
 

Snew = Shost + α Swatermark (6) 

 
where α is set to a value of 0.10. 

5. Apply the inverse (S VD) as follows: 
 

Wnew = Uhost Swatermark VT
 

 
(7) 

 
 

6. Find the inverse (FWHT ) to acquire the watermarked image. 
7. Combine the three channels: (red, green, blue). 
8. Repeat all the above procedures for another watermark image. 

 
4.2. Watermark Extraction 

 
The proposed process of the watermark extraction is demonstrated in Fig. 1b. This extraction process is a non blind 

watermarking, given the fact that it uses and copies both the original image and the embedded watermark image that 
are necessary for the extraction. The process steps are as follows: 

 
1. Apply the (FWHT ) on the watermarked image and on the host image. 
2. Apply the (S VD) on the (FWHT ) transformed watermarked image. 
3. Subtract the singular values of the host image from the singular values of the watermarked image, as follows: 

 

Swnew = Swatermark − Shost (8) 

 
4. Apply the inverse (S VD) to acquire the extracted watermark image, as follows: 

 

Wext = UwSwnewVT
 

 
(9) 

 
 

5. Apply the inverse (FWHT ). 
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Fig. 1. (a) The watermark embedding algorithm. (b) The watermark extraction algorithm. 

 
 

5. Results and Discussion 
 

The numerical simulation of the proposed algorithm is implemented using MATLAB R2020 package. We used a 
colored (512 512) Lena image, along with 15 medical images, each is with a dimensions of (512 512), as test images. 
The dimensions of all the images were chosen to be the same for fair and better comparison and visualization of the 
results. The simulation results are illustrated in Fig. 2. The watermarking scheme is evaluated through (PS NR) to test 
its imperceptibility and transparency. Moreover, we used the Structure Similarity Index Measure (S S IM) as a fitness 
function to assess the performance and the quality of the reconstruction of the watermark image. Table 1, shows that 
the (PS NRs) of the proposed framework are high with (S S IMs) closer to a unity, indicating an achievable low image 
degradation results in high imperceptibility. As observed, the values of (PS NRs) range from 32 dB up to 
35.6 dB, while the values of (S S IMs) range from 0.7 up to 0.98. It is worth noting that the increase of (PS NR) values 
not only indicate high invisibility, or transparency, but also low capacity of the watermarking scheme, which is the 
ultimate limit or amount of data/watermark that can be embedded in the cover image at a particular block size. This 
can be traced back to the fact that when capacity increases, (PS NR) the security decreases [5]. 

 
6. Security Analysis 

 
Watermarking security, in which the watermark is difficult to alter or remove without damaging the host image, 

has been an emergent topic in the watermarking research as it raises new challenges to the design of watermarking 
schemes. For security analysis, the mostly common two quantitative criteria are the Number of Pixel Changing Rate 
(NPCR) and the Unified Averaged Changed Intensity (UACI) [11]. In our study, we implemented these two criteria 
to measure the security performance and strength of the hybrid watermarking technique with respect to differential 
attacks. In these attacks, a minor change in the original image is produced by the intruder, or attacker, to break the 
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Table 1. Robustness of the proposed algorithm. 
 

Image Number   PSNR (dB)    SSIM 
 

1 33.9 0.98 
2 34.2 0.96 
3 33.4 0.91 
4 33.7 0.91 
5 34.0 0.95 
6 33.0 0.95 
7 33.0 0.82 
8 32.2 0.85 
9 35.6 0.74 
10 33.9 0.91 
11 30.3 0.86 
12 31.9 0.72 
13 32.7 0.97 
14 34.5 0.77 
15 32.9 0.69 

 
 

watermarking and encryption approach [12]. Conventionally, the best security level against the differential attack is 
achieved when (NPCR) is greater than 99% and when (UACI) is greater than 33%. A high resistance to differential 
attacks is usually interpreted from high scores of (NPCR) and (UACI). 
In this work, the (NPCR) score obtained is found to be lower than the acceptable value, with a value of 96.6%. 
However, the achieved (UACI) score is found to be 33.58%, which is approximately in conformity with the acceptable 
value. Given these results, we can conclude that the proposed method is sensitive to differential attacks. The achieved 
(NPCR) value accounts for limiting the influence of any minor change in the image to cause a major difference in the 
corresponding encrypted image, resulting in a lower confidentiality. It is to note that this watermarking algorithm can 
be further enhanced by utilizing a Gaussian map against unauthorized detection. Furthermore, watermarked image 
can be encrypted by chaotic encryption for securing sensitive patient data and protecting medical image information 
and copyright [13, 14]. 

 
7. Conclusion 

 
The proposed watermarking scheme using (WHT ) and (S VD) successfully satisfied both imperceptibility and robustness 

requirements without losing the transparency. Experimental results indicate that this hybrid framework could be 
effectively used for medial image copyright protection. However, further work can be done improving the bio metric 
security aspect, noise attacks, and optimizing the transparency for the integrity of the designed watermark approach. 
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Fig. 2. Results of the FWHT-SVD watermarking embedding and extraction. 
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