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Abstract

This project aims to detect several characteristics of an individual based on their
typing behavior. Data is collected through a pre-programmed online keyboard, cap-
turing metrics such as ight time, key press and release timing, and other keystroke
dynamics. The collected dataset is analyzed using machine learning algorithms to
identify distinct typing patterns and extract relevant features. Based on this anal-
ysis, the trained machine learning model classi es individuals into two categories:
above or under the age of 18. This classi cation approach leverages typing behavior
to provide an innovative method for age-based categorization, with potential appli-

cations in user authentication and personalization.

Keywords: Keystroke dynamics analysis, User characteristics, Machine learning,
Online keyboard, Behavioral biometrics, User behavior modeling, Personalized user

interfaces, Human-computer interaction, Feature extraction



Chapter 1

1 Introduction

1.1 Overview and Background

Biometrics is a eld of study that concentrates on quantitative analysis of the
population and its variations through measurements of characteristics of living or-
ganisms. These studies are intended to classify and explain individuals and can
be applied for authentication or recognition of individuals to safeguard di erent
assets. The authentication procedure commences with the user a rming their iden-
tity. The characteristic utilized in a speci c system is matched against that stored
previously. Once the authentication is successful, the user is granted access to the
required resources. Identi cation involves establishing the identity without any ex-
plicit a rmation. The measured characteristic is compared with the measurements
taken earlier. Owing to the increased intricacy of the task, identi cation might be

perceived as more intricate and require more time and resources [3].

Keystroke typing dynamics enables the pro ling of users (identi cation, authenti-
cation, gender recognition, pro ling) through the analysis of a user's typing behavior
on a keyboard, such as when browsing the Internet. The concept of keystroke dy-
namics was initially employed in 1975, with the primary aim being the automatic
identi cation of individuals[13]. It is widely recognized that the use of biometrics
for identifying people's characteristics may be cost-prohibitive due to the need for
additional hardware and constraints when utilized on online platforms. As a result,
behavioral-based systems have emerged as a cost-e ective and easily deployable al-
ternative for online mechanisms. One such system is Keystroke Dynamics (KSD),
which focuses on the unique typing behaviors exhibited by individual users. The
feasibility of developing systems that depend on the typing patterns of users is a

topic of interest and exploration [13].



Keystroke dynamics pertains to the methodical examination of the sequence of
key presses and releases on a tangible or digital keyboard by a particular individ-
ual[1]. The data derived from the typing patterns facilitates user recognition and
validation. Consequently, it has been demonstrated to be a pro cient behavioral
biometric technique. A noteworthy bene t of keystroke dynamics is its appropriate-
ness for continuous authentication, given that it encompasses a persistent behavior
executed by an individual throughout a typing session. This continual characteris-
tic renders it well-matched for establishing and upholding user characterization in
diverse circumstances. In comparison to most other biometric technologies, such as
ngerprint recognition, keystroke dynamics o er various advantages. Speci cally,
the collection of keystroke features does not necessitate specialized hardware, and
the acquisition of keystroke data can occur passively, thereby alleviating the user's

workload.

Moreover, keystroke dynamics can be integrated into a real-time Intrusion De-
tection System (IDS), unlike a conventional username and password authentication
framework that does not support continuous monitoring. Apart from its role in
authentication, keystroke dynamics have the potential to enhance security post-user
authentication[1]. This method enhances the veri cation of authorized individuals
by distinguishing between users' typing behaviors and extracting speci ¢ character-
istics. These characteristics include timing patterns (e.g., dwell time, ight time,
latencies) derived from the time intervals between key press and release events, as
well as pressure patterns obtained through a pressure sensor[12]. However, a sig-
ni cant challenge with keystroke dynamics characteristics is the evolving nature of
users' typing habits. The initial biometric reference template, established during en-
rollment, becomes less representative of a user's typing behavior as time progresses.
This template aging issue is primarily caused by intra-class variability, which can
stem from factors such as changes in typing habits due to frequent use of the pass-
word, users' emotional states a ecting their behavior, and variations in keyboard

characteristics, layouts, types, and devices used[12].



1.2 Problem Statement

The problem addressed in this project is the need to detect and analyze various
characteristics of an individual based on their writing style using a pre-programmed
online keyboard and machine learning techniques. The goal is to develop a system
that can accurately pro le individuals based on their typing patterns and poten-
tially use this information for authentication purposes. It is observed that younger
individuals typically exhibit higher typing speeds and lower error rates in compar-
ison to older individuals, who may display prolonged key hold times and distinct
key transition patterns. Analyzing keystroke dynamics to pro le age-related char-
acteristics involves the examination of various factors including typing speed, error
rates, key hold time, key transition time, and typing rhythm. These variations can
be linked to factors like technological familiarity and physical capabilities. Through
the analysis of these elements, there is a possibility to construct models that can pre-
dict age groups based on typing patterns, o ering valuable insights into age-related

disparities in typing behaviors.

Furthermore, detecting age-related characteristics from keystroke dynamics is cru-
cial for multiple reasons. It plays a signi cant role in enhancing the customization of
user experiences within software applications through the adaptation of interfaces to
align with age-related typing patterns. It serves to bolster security measures by in-
troducing an additional layer of authentication, validating users' identities based on
their distinct typing behaviors. The analysis of keystroke dynamics can be leveraged
for health monitoring purposes, where deviations in typing behavior may potentially
signal underlying health conditions like arthritis or cognitive deterioration. More-
over, a deep understanding of age-related typing patterns can guide the re nement
of keyboards, input devices, and software to better cater to the speci ¢ requirements
of diverse age demographics. Delving into age-related typing behaviors contributes
signi cantly to the broader eld of research in human-computer interaction and ag-
ing, o ering valuable insights into the evolution of technology usage with advancing

age and e ective strategies for designing more inclusive technological solutions.



1.3 Research Question

How can machine learning and keystroke dynamics be used to detect and pro le

individuals' ages based on their typing patterns?

1.4 Research Aim

The goal of this research is to develop a system that can identify and analyze dis-
tinct characteristics of an individual's typing behavior, such as ight time, key
press/release timings, and other relevant timing-related features. It aims to ex-
plore how machine learning algorithms can be employed to di erentiate individuals

and create personalized pro les based on their typing patterns.

1.5 Research Objectives

The speci ¢ objectives of this research project are as follows:

N

Collect and analyze keystroke dynamics data from individuals using a pre-

programmed online keyboard.

Investigate and identify unique features and patterns within the collected keystroke

data that can di erentiate individuals.

Develop and implement machine learning algorithms to create pro les for each

individual based on their typing characteristics.

Evaluate the accuracy and e ectiveness of the developed system in distinguish-

ing and pro ling individuals.

Explore the potential application of the system for authentication purposes by
comparing the typing patterns of individuals to their stored pro les, thereby

assessing authenticity during login attemptssg empty citation > ]

1.6 Motivations

The shift to online teaching during the COVID-19 pandemic exposed signi cant

challenges in ensuring academic integrity during tests and exams. Teachers often

4



struggled to verify whether the student taking the exam was the enrolled individual
or someone else, such as a parent, sibling, or private tutor. This lack of veri cation

undermined the reliability of assessments and created gaps in fair evaluation.

Our project addresses this issue by leveraging keystroke dynamics analysis to
identify the age of the individual typing during an exam. By analyzing metrics such
as ight time and key press/release timing, the system classi es whether the user
is under or over 18. This approach o ers educators a tool to validate the identity
of their students during online tests, ensuring accountability and enhancing trust in

remote education systems.

1.7 Signi cance of the Research

The project seeks to identify unique typing patterns and extract relevant features
using machine learning algorithms. Additionally, it explores the possibility of adding
an authentication aspect by storing individual pro les and comparing subsequent

login attempts to the stored pro les.

This project's signi cance lies in its potential to provide accurate individual iden-
ti cation and authentication based on typing behavior, contributing to improved

security and user recognition systems.

1.8 Limitations and Constraints of the Study

Variability in Typing Behavior: Typing behavior varies due to factors such as
emotional state, device type, keyboard layout, or physical conditions (e.g., fatigue
or injury). These variations could introduce inconsistencies in the keystroke data,

a ecting the reliability of the analysis.

Generalizability Across Demographics: The study face challenges in gen-
eralizing its ndings across di erent populations. Typing habits are in uenced by
factors like cultural background, education level, and technology exposure, which

may di er between regions or socioeconomic groups.



Ethical and Privacy Concerns: Collecting and analyzing keystroke data raises
privacy concerns, as typing patterns are considered behavioral biometric data. En-
suring data protection, anonymization, and compliance with privacy regulations is

essential but could pose constraints during implementation.

1.9 Thesis Organization

This thesis comprises six chapters, each addressing a speci ¢ aspect of the research.
The Introduction provides an overview of the research problem, questions, aims,
objectives, motivations, and signi cance, along with its limitations and constraints.
The Literature Review critically examines prior studies on keystroke dynamics, be-
havioral biometrics, and machine learning, identifying gaps in knowledge and posi-

tioning this study within the eld of human-computer interaction.

The Methodology outlines the research design, data collection procedures, and
analytical methods, detailing the experimental setup, feature extraction processes,
and machine learning algorithms. The Data Analysis and Results chapter presents
ndings through statistical evaluations and performance metrics, interpreting them
in alignment with the research objectives. The Discussion contextualizes the ndings
within the existing body of knowledge, exploring theoretical and practical implica-
tions while addressing encountered challenges. Finally, the Conclusion and Rec-
ommendations synthesize the study's key insights, evaluate its contributions, and

propose directions for future research and applications.

1.10 Summary

In this chapter, the research issue was de ned, emphasizing the importance of exam-
ining typing patterns for individual pro ling and the advancement of authentication
systems. The research aims and objectives were articulated, accentuating the inves-
tigation of keystroke dynamics and the utilization of machine learning methodologies
to identify age-related typing characteristics. The motivations for the study were

elucidated, concentrating on the resolution of challenges inherent in online education



and authentication systems, particularly within the framework of remote learning
environments.

Furthermore, the chapter elaborated on the importance of the study, demon-
strating its potential impact on enhancing security, user experience, and health
monitoring. Finally, the limitations and constraints of the research were examined,
emphasizing potential challenges such as variability in typing behavior, generalizabil-
ity across diverse demographics, and ethical considerations. This chapter establishes
the groundwork for the ensuing discourse on related literature, methodologies, and

ndings in the subsequent chapters.



Chapter 2

2 Literature Review

2.1 Introduction

In this section, we will provide summaries of key research articles that delve into
behavioral online keyboards. Each summary o ers a glimpse into the research,
focusing on the models, methods, ndings, and their relevance. These summaries
collectively provide a snapshot of how di erent Behavioral online keyboards can be
implemented, focusing on the authentication of the users, and shedding light on

e orts to secure Private data and protect it.

2.2 Literature Review

Seokbeen Lim et al. [5] explored the relationship between loneliness levels and
daily patterns of mobile keystroke dynamics in a group of healthy individuals. The
study involved 66 young and healthy Korean participants who were provided with
a custom Android keyboard for data collection over a period of ve weeks. The
participants were categorized into four groups based on their loneliness levels: no
loneliness, moderate loneliness, severe loneliness, and very severe loneliness. The
researchers found that the group with very severe loneliness exhibited signi cantly
higher typing counts during sleep time compared to the other groups. Additionally,
the average cosine similarity value of weekday and weekend typing patterns in the
very severe loneliness group was higher than that in the no loneliness group. These
ndings suggest that individuals with high levels of loneliness tend to use mobile
keyboards during late-night hours and show minimal variation in smartphone usage
behavior between weekdays and weekends. The study highlights the potential of
mobile keystroke dynamics for early detection of loneliness and the development of

targeted interventions.



Jay R et al. [14] explores the use of keystroke dynamics to create keyprints for au-
thentication in online courses. The research con rms that keystroke typing patterns
are unique and investigates the implementation of keyprint signatures beyond tradi-
tional password or key phrase veri cation. The study nds that complete keyprint
signatures are more reliable than reduced keyprint pro les based on unique typing
patterns alone. It also highlights the importance of using diverse data collection
methods, such as copy typing and free typing, to improve the accuracy of keyprint
signatures. The results suggest that keyprints can e ectively identify negative cases,
indicating typing samples that are likely not from the intended student. The study
concludes that keyprint signatures derived from keystroke dynamics have the po-

tential to serve as a robust authentication method in online courses.

Hualin Liu et al. [6] focuses on predicting a ective states during programming us-
ing keyboard and mouse data. Fourteen undergraduate participants performed pro-
gramming tasks of varying di culties and reported their a ective states afterward.
The study introduces a novel set of features for programming contexts and trains
multiple classi ers using keyboard and mouse logs. The best-performing classi er,
a feedforward neural network, achieved a 52.9 percent accuracy in recognizing posi-
tive, neutral, and negative states. When neutral states were excluded, the classi ers
achieved a 74.1 percent accuracy in di erentiating positive and negative states. The
study highlights the potential of using keyboard and mouse data to predict a ective
states in programmers without specialized sensors and suggests the possibility of

providing emotional feedback to enhance the learning experience.

Asma Salem et al. [11] explored the current landscape of internet usage, noting
that a signi cant number of users now rely on mobile applications for accessing
online services. While the conventional method of authenticating users on website
forms involves passwords, it has its limitations, such as susceptibility to guessing,
forgetfulness, and other issues. To bolster security, additional multi-modal authenti-

cation procedures are necessary. Behavioral authentication, which leverages individ-



uals' typing behavior, serves as an e ective secondary factor alongside passwords,
strengthening the overall authentication process. Keystroke dynamics, a specic
form of behavioral authentication, relies on extracting and analyzing features de-
rived from users' typing behavior on touchscreens and smart mobile devices. This
research presents a novel analysis in the eld of keystroke dynamic authentication,
focusing on two feature categories: timing and non-timing combined features. The
proposed model achieved impressive results, including a lower false acceptance rate
of 0.1 percent, false rejection rate of 0.8 percent, and an equal error rate of 0.45
percent. Furthermore, the research includes a comparative analysis of performance
measures across multiple datasets collected speci cally for this study, contributing

to the advancement of keystroke dynamic authentication.

Xiaofeng Lu et al. [7] delved into the realm of identity authentication, high-
lighting the di culty of replicating personal keystroke patterns and proposing their
utilization for this purpose. By analyzing the keystroke data generated during the
input of free text, an individual's unique typing habits can be learned. This enables
continuous veri cation of the user's identity without disrupting their input process.
The paper introduces a method that authenticates users based on their keystrokes
when typing free text. The user's keystroke data is segmented into xed-length
keystroke sequences, which are then transformed into keystroke vector sequences
based on the temporal characteristics of each keystroke. A model that combines a
convolutional neural network and a recursive neural network is employed to learn
the sequence of individual keystroke vectors, extracting distinctive keystroke fea-
tures for identity authentication. The model's performance is evaluated using two
publicly available datasets, yielding the best results with a false rejection rate (FRR)
of (2.07%, 6.61%), a false acceptance rate (FAR) of (3.26%, 5.31%), and an equal
error rate (EER) of (2.67%, 5.97%).

E.A. Kochegurovaa's et al. [4] presents an authentication technology for online

testing and exams in the context of distance learning. The proposed solution utilizes

10



keystroke dynamics and hidden monitoring to combat academic fraud, speci cally
cases of impersonation during tests. The study develops an application that collects
and updates keystroke dynamics pro les for users, enabling continuous authentica-
tion. By reducing the dimension of the keystroke feature space based on letter fre-
guency, the proposed technology improves performance metrics such as FAR, FRR,
ERR, ROC, and DET. The results demonstrate a signi cant reduction in ERR, com-
parable to estimates obtained using the KNN method's optimal parameters. Overall,
the authentication technology based on keystroke dynamics and hidden monitoring

shows promise in enhancing security and integrity in online testing.

Abir Mhenni et al. [9] addressed the global prevalence of cyber-attacks aimed at
stealing sensitive information, such as trade secrets, intellectual property, and bank-
ing data. In light of the growing insecurity of stored data (personal, professional,
o cial, etc.), keystroke dynamics emerged as an intriguing solution for enhancing
user security. It o ers a non-intrusive, cost-e ective, permanent, and moderately
constrained approach. By leveraging users' typing rhythm, it strengthens logical
access security. However, it has been observed that this authentication mechanism
requires a substantial number of samples to enroll users' typing characteristics. Ad-
ditionally, these registered characteristics may undergo aging e ects over time. To
address these challenges, various solutions, including template adaptation, have been
proposed. In this paper, a double serial adaptation strategy is proposed, which em-
ploys a single-capture-based enroliment process. During the authentication process,
the users' template and the decision/adaptation thresholds are updated. Experi-
mental results obtained from three publicly available keystroke dynamics datasets

demonstrate the e ectiveness and advantages of the proposed method.

Roy Maxion et al. [8] focused on keystroke dynamics as a behavioral biomet-
ric that utilizes typing rhythms to identify individuals and di erentiate between
legitimate and fraudulent users or behaviors. Typically, researchers utilize two pri-

mary sources of typing data: controlled laboratory environments and real-world

11



eld environments. It is commonly assumed that any disparities between lab and
eld data are negligible or inconsequential, thereby having no impact on automated
decision-making processes that discern between legitimacy and fraudulence. To in-
vestigate this conjecture, the researchers conducted a typing experiment in a lab
setting and replicated it in eld conditions, involving 100 participants in each sce-
nario. The lab environment employed a standardized hardware/software platform
and a high-resolution keystroke timing keyboard, while the eld environment relied
on the hardware and keyboard provided by volunteer participants. Upon analyz-
ing both sets of typing data, it was discovered that USB keyboards used in the
eld introduced artifacts into the data, leading to a lack of delity to the actual
keystroke signal. These artifacts were found to signi cantly impact the algorithm's
decision, resulting in an erroneous reversal of the distinction between legitimacy and
fraudulence by nearly 20 percentage points. This paper thoroughly documents the

methods employed to identify these artifacts and highlights their detrimental e ects.

According to C. Sahu et al. [10], the authors developed an algorithm for identi-
fying authorized users based on keystroke dynamics analysis. They applied quan-
tile transformation to transform the statistics of keystroke features into a uniform
distribution. Also, various dimensionality reduction techniques such as Principal
Component Analysis (PCA), Kernel PCA, and t-distributed Stochastic Neighbor
Embedding (t-SNE) were employed to extract relevant features from the keystroke
data and project them into a lower-dimensional space. Moreover, unsupervised
clustering algorithms like Density-Based Spatial Clustering of Applications with
Noise (DBSCAN), Gaussian Mixture Model (GMM), and X-Means were utilized
on the extracted features to identify clusters of users present in the reduced feature
space. They adapted a speci c indoor target localization algorithm known as ordinal
unfolding-based localization (ordinal UNLOC) to place the test sample within the
reduced feature space. They found that this step aids in classifying or identifying

the test sample based on its proximity to the clusters identi ed through clustering.

12



The paper conducted a comprehensive comparison of clustering schemes for iden-
tifying distinct users based on keystroke dynamics analysis. It was found that DB-
SCAN performed better with quantile-transformed data compared to raw keystroke
features. Additionally, Kernel-PCA showed marginally better ARI indices compared
to PCA, while t-SNE outperformed both techniques. GMM yielded higher ARI
scores when applied to quantile-transformed data, with trends similar to those ob-
served with DBSCAN. However, X-means clustering exhibited the best performance
overall, especially in the quantile-transformed feature space. In terms of classi ca-
tion accuracy, the proposed algorithm incorporating Ordinal UNLOC showed vary-
ing performance depending on the sample size. Preprocessing steps were identi ed
as crucial, as raw input data often led to inaccurately estimated cluster numbers.
Notably, the proposed approach achieved accurate user identi cation with as few as
10 keystroke samples, particularly when applied after PCA or Kernel-PCA prepro-

cessing, making it suitable for integration with password entry systems.

According to Nuwan Kaluarachchi et al. [2], Distance Enhanced Flight Time
features were introduced as a new set of distance-based features for keystroke dy-
namics [10]. By combining DEFT with existing features, the researchers constructed
a feature pool called a DEFT model, which achieved improved authentication per-
formance for desktop, tablet, and mobile devices. It was noted that DEFT features
accounted for approximately 50% of the discriminative feature set identied by a
feature selection process, demonstrating the utility and broad applicability of DEFT
features across devices and datasets. The comprehensive analysis conducted in the
study identi ed that spatial features played a signi cant role in user discrimina-
tion and could be e ectively employed for continuous user authentication. In future
research, the researchers aimed to extend the application of DEFT features in cross-

device authentication by applying deep transfer learning techniques.

A recapitulation of the performance of the state-of-the-art keystroke models' per-

formance on three devices utilizing the Binary Biology Migration Algorithm dataset

13



Is presented. Each model adhered to a consistent experimental con guration featur-
ing distinct attributes and classi ers. The DEFT model exhibited superior perfor-
mance across all three devices in terms of every performance metric. The tabular
data corroborates the e cacy of integrating DEFT features for analyzing keystroke
dynamics. All numerical gures are expressed in percentages, while values within

parentheses signify the standard deviation.

Zhao et al.[15] provided an overview of the keystroke dynamics identi cation
landscape, focusing on developing and applying Deep Belief Networks (DBN) in
intelligent keyboards. Traditional methods in keystroke dynamics recognition face
constraints in feature extraction, selection, and classi er architecture, prompting
the exploration of novel approaches. The proposed DBN-based method capitalizes
on the network's adaptability in extracting features from raw data and handling in-
tricate nonlinear relationships. It draws parallels with its success in other domains

like image processing and speech recognition.

The study examines 104 typing samples in empirical validation, demonstrating
notable achievements. Notably, testing accuracy peaks at 100% when the input
layer's dimension reaches 60, and the number of typing patterns is 2, 4, or 8. Even
with a more extensive set of 104 typing patterns, the accuracy remains impressively
high at 98.01%. The methodological framework delineates a systematic procedure
for keystroke dynamics identi cation employing DBN, stressing the signi cance of

adaptive feature extraction and automated pattern identi cation.

Evaluation of the method's e cacy underscores the critical role of DBN structure
selection, where the 4-layer con guration yields superior recognition outcomes com-
pared to shallower counterparts like the 3-layer DBN. This disparity underscores the
importance of comprehensive feature extraction for e ective identi cation. More-
over, visualization techniques such as t-SNE o er insights into DBN's prowess in
feature extraction, particularly under scenarios with a limited number of patterns.

Nonetheless, challenges arise when dealing with a large array of typing patterns,
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highlighting the necessity for further exploration into network architectures and

methodologies capable of addressing such complexities.

2.3 ldenti cation of Gaps in Existing Knowledge

After reviewing the literature on the eld of keystroke dynamics, several gaps
and opportunities for further exploration emerge. While existing studies often val-
idate the use of keystroke dynamics for authentication purposes, there remains a
signi cant gap in understanding how environmental variables, device discrepancies,
and user behaviors impact the identi cation and detection of unique typing char-
acteristics in real-world settings. Investigating these factors could provide valuable
insights into the robustness of keystroke dynamics analysis for identifying individu-
als based on their typing patterns in practical scenarios, ultimately enhancing their

applicability in real-world contexts.

Furthermore, the literature review underscores the potential e ectiveness of Deep
Belief Networks (DBN) in keystroke dynamics identi cation. However, there is a
noticeable dearth of research into the scalability and adaptability of deep learning
models like DBN when confronted with large-scale datasets containing diverse typ-
ing patterns. Developing techniques to improve the scalability and adaptability of
deep learning models for keystroke dynamics analysis could prove instrumental in
their deployment across various real-world applications, catering to di erent user

demographics and usage patterns. Write Literature Review in LiReview.tex

2.4 Problem Analysis

Keystroke dynamics has shown promise in authentication and identi cation, but
several challenges remain in real-world applications. Environmental factors, such as
lighting, device type, and usage setting, can signi cantly a ect typing patterns, yet
their impact has been underexplored. Additionally, users type on various devices,
such as desktops, touchscreens, and mobile devices, each in uencing typing behavior

di erently, making device discrepancies a key issue.
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User variability also poses a challenge, as typing patterns di er based on factors
like age, gender, and physical or psychological state. Many studies have focused on

speci ¢ demographics, limiting the understanding of broader user behaviors.

While deep learning models like Deep Belief Networks (DBNs) have potential,
their scalability and adaptability to diverse, large-scale datasets need more investi-
gation. Nevertheless, addressing these challenges|environmental variability, device
discrepancies, and user diversity|will improve the robustness and real-world appli-

cability of keystroke dynamics systems.
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2.5 Summary

The analysis of the problem elucidates numerous challenges that necessitate res-
olution for the successful creation of a typing-based age prediction system. These
challenges encompass the heterogeneity and variability inherent in user typing be-
haviors, discrepancies among devices and platforms, the intricacies associated with
the development of machine learning models, and the imperative for a cohesive user
experience. Addressing these challenges will guarantee that the system is precise,
dependable, and user-centric, culminating in an e cacious solution for inferring

users' ages based on typing data.
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Chapter 3

3 Proposed Model

3.1 Introduction

The proposed model focuses on developing an innovative virtual typing assessment
system,AgelD website, optimized for touch-based devices such as tablets and iPads.
The system will measure typing performance metrics, including dwell time, ight
time, typing speed, accuracy, and error rate. These metrics will be analyzed using
machine learning techniques to predict whether a user's age is above or below 18.
The solution is designed to address the challenges of touch-event handling, browser
compatibility, and cross-platform functionality while maintaining ease of use and

reliability for educational and research purposes.

Figure 3.1: The website logo
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3.2 Design Diagrams

3.2.1 Class Diagram

Figure 3.2: Class Diagram

" User Class: The User class represents the individuals interacting with the
system. It is responsible for user-specic data and functionality, including
attributes like userID, username, password, and personal details such as
birthday, Org _name, and Edulvl . The methods in this class allow users
to register, log in, log out, and update their proles. These functionalities
ensure secure and personalized interactions with the system, providing a basis

for tracking and analyzing user behavior.
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" Website Class: The Website class represents the interface through which
users interact with the system. It has attributes such asveblD, webName,
and webURLwhich describe our platform's identity and location. Its methods,
including displayHomepage, navToReg, and navToTextSub facilitate navi-
gation to key functionalities like registration and text input submission. This
ensures a seamless user experience by managing the structure and ow of the

user interface.

Registration Class: The Registration class manages the process of registering
new users. It has attributes such aseglD, user, and regDate, which track
registration details. The methodsvalidatelnput and createUser validate
the provided registration data and create new user records, ensuring that only
valid, complete user pro les are added to the system. This class provides the
backbone for user onboarding, ensuring data integrity and system security are

maintained during user entry.

Textlnput Class:  The Textlnput class is central to the system's core func-
tionality of keystroke dynamics analysis. It stores details about each text in-
put session through attributes liketextID, userinput, author, and vari-
ous metrics such aslwellTimes, flightTimes, keyPressTimestamps, and
keyReleaseTimestamps Methods like handleTyping, addCharacter , and
calculateMetrics  process the user's input, calculate typing behavior met-
rics, and extract valuable insights about their keystroke patterns. This data
forms the foundation for the machine learning model to classify users based on

their age.

Database Class: The Database class handles the system's data storage and
retrieval needs. With attributes such asonnectionString anddatabaseName

it de nes the structure for connecting to and interacting with the database. The
methodsconnect, disconnect, and executeQuery allow seamless execution

of queries and ensure secure management of all system data. It is responsible

for storing keystroke data, user information, and registration details, ensuring
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data persistence and accessibility.

Interactions and Relationships: The classes are interconnected to create a
fully functional system. The User class interacts with theRegistration class

to validate and store their data during the onboarding process. Users manage
their interactions with the system through the Website class, which provides
navigation and access to various functionalities like text input. Th@&extinput
class collects and processes keystroke data, which is stored securely by the
Databaseclass for analysis and machine learning purposes. These relationships

ensure modularity, scalability, and e cient data management.

3.2.2 Activity Diagram

Figure 3.3: Activity Diagram
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The activity diagram showcases the end-to-end work ow for user registration,
authentication, text submission, and subsequent keystroke dynamics analysis. It
ensures the system's components work in harmony, highlighting the structured pro-

cess for achieving its goal of analyzing typing behavior.

" User Lane: This lane represents actions taken by the user:

1. The Process begins with the User opening the registration page and sub-

mitting registration details.

2. After submitting, the user waits for con rmation of whether the regis-
tration was successful. If successful, the user receives a success message;

otherwise, an error message is displayed, and the process ends.

3. Post-registration, the user logs in. Upon successful login, the user is di-
rected to the dashboard where further actions, such as submitting text

content for analysis, can be performed.

" Website Lane: The Website lane outlines the backend processing of user

interactions:

1. The website validates the input details provided by the user during regis-

tration and stores the validated data.

2. During login, the website authenticates the user. If successful, the user is

directed to the dashboard; otherwise, a login error message is displayed.

3. Once on the dashboard, the user can open the text submission page and
submit text for analysis. The website facilitates storing the text in the
database and sends a request to the analysis component to process the

text data.

" Analysis Lane: The Analysis lane is where keystroke dynamics analysis is

performed:

1. Upon receiving a request from the website, the Analysis system processes

the submitted text to identify user characteristics (e.g., typing patterns).
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2. The analysis results are then stored in the database for later retrieval or

reporting.

" Database Lane: The Database lane shows how data is managed within the

system:
1. User data from the registration and text content submitted by the user are
securely stored.

2. After the analysis is complete, the results are also stored in the database,

ensuring data persistence for further reporting or future use.
" Flow and Key Decisions:

1. The system has decision nodes for checking registration and authentica-
tion success. Based on the outcomes, users are either allowed to proceed
(success) or redirected (failure).

2. The ow ensures seamless integration between the user actions and backend

systems, emphasizing user data validation, security, and e ective process-

ing.
3.2.3 Context Diagram

The context diagram describes the overall architecture and ow of operations
within the system. It highlights the interaction between theUser, the Website, the

Database and an external service for machine learning analysis (Google Colab).
" User: The User interacts with the system in two primary ways:

1. Registration: The user provides details to register on the website. These
details are stored in the database.

2. Login: After registration, the user logs in to gain access to the system's
features.

3. Text Submission: The user submits text through the website interface for
analysis. This text serves as the raw data for extracting keystroke dynamics

and calculating metrics.
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Figure 3.4: Context Diagram

" Website: The Website acts as the primary interface between the user and the

system. It manages the following:
1. Registration & Login: Facilitates user registration by storing user informa-
tion and authenticates users during login using database credentials.

2. Text Submission: Accepts the text input submitted by the user and for-

wards it for processing.

3. Metrics Calculation: Processes the submitted text to extract attributes

(such as keystroke timing, ight time, etc.), which are crucial for analysis.

" Calculate Metrics:  The Calculate Metrics component processes the submit-

ted text to extract various typing attributes:

1. Timing-related data such as keystroke intervals and durations.
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2. Other relevant features that help analyze typing patterns.
Once calculated, these metrics are passed on for further analysis.

" External Analysis Services (Google Colab)rhis external module performs ma-

chine learning (ML)-based analysis on the extracted metrics:

1. The metrics generated by the website are sent to Google Colab, which
applies machine learning models for classi cation (e.g., distinguishing be-

tween users above or below 18 years of age).

2. The analysis results are returned to the website for further action.
" Database: The Database is the system's central storage, handling:

1. User Information: Stores user registration details securely.
2. Text Submissions:Keeps a record of all text inputs submitted by users.
3. Analysis Results: Stores the results of ML-based analysis for retrieval or

reporting.

The database supports both registration and authentication processes, ensuring

secure and e cient data management.
~ System Work ow:

1. The user registers and logs in via the website.
2. Upon login, the user submits text for analysis.

3. The website calculates keystroke metrics and forwards them to the external

analysis service (Google Colab).

4. Google Colab performs machine learning-based analysis.

3.2.4 Sequence Diagram

The Sequence diagram visually represents the interaction between various compo-
nents of the system (User, Website, Registration, TextEntry, and Database)
in a step-by-step manner. Each entity interacts in a sequence to ful Il speci ¢ func-

tionalities related to user registration, login, text submission, and analysis.
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Figure 3.5: Sequence Diagram
User Interaction:
" Registration Process:

1. The user initiates the registration process by opening the registration page

via the website.

2. Upon submitting registration details, the system validates and stores the

user information using the Registration component.

3. Once validated, the user receives con rmation of a successful registration.
" Login Process:

1. The user logs in by providing credentials through the website.
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2. The system validates the credentials using the Registration module and

con rms authentication if the credentials are correct.
" Text Submission and Analysis:

1. The user submits text content through the website.

2. The TextEntry module processes this input, creating a new text entry and

storing it in the Database.
3. A con rmation is sent back to the user after successful storage.

4. After completing the analysis, the system stores the results in the Database

and noti es the user that the analysis is complete.

System Components:
" Website:

1. Serves as the intermediary between the user and the system's backend
modules.

2. Displays forms for registration, login, and text submission.

3. Requests validation, authentication, and data processing from other mod-
ules.

" Registration:

1. Handles user registration by validating and securely storing user informa-

tion in the Database.

2. Also manages user authentication during the login process.
~ TextEntry:

1. Manages the creation and storage of text inputs submitted by users.

2. Acts as a bridge between the Website and the Database for storing and

retrieving text data.
" Analysis:
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1. Performs the core functionality of analyzing text content.

2. Retrieves text from the database and performs machine learning-based

analysis.

~ Database:

1. Serves as the storage layer for user information, text entries, and analysis

results.

2. Handles secure and e cient data retrieval and updates.

3.2.5 Use Case Diagram

Figure 3.6: Use-Case Diagram
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The Use-Case diagram illustrates the core functionalities of the system from the
user's perspective, focusing on interactions with the system's features. It also high-
lights external services utilized for advanced processing (e.g., Google Colab for text
analysis).

Actors and Their Roles

" User:

1. The central actor interacting with the system.

2. Performs actions such as registration, login, text submission, updating pro-

les, and logging out.
" External Analysis Services (Google Colab):
1. An auxiliary actor responsible for conducting advanced text analysis using
machine learning models.
Core Use Cases
" Register:
1. Users provide details to create an account within the system.
2. Information is stored securely in the database, enabling future interactions.
" Login:
1. Users enter credentials for authentication.

2. Successful login grants access to personalized features like submitting text

or viewing analysis results.
" Submit Text:

1. The user inputs text for analysis.

2. The system processes this text to calculate attributes and store it for fur-

ther processing.
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" Update Pro le:

1. Users can update personal information to keep their account current.

2. This includes modi cations such as changing passwords, email addresses,

or other user-speci ¢ details.
" Logout:

1. Ends the user session securely to prevent unauthorized access.

Text Analysis Work ow
" Calculate Metrics:

1. After the user submits text, the system calculates key attributes such as

keystroke dynamics, typing speed, and dwell times.

2. These metrics provide a foundation for deeper text analysis.
" Perform Text Analysis:

1. Using the calculated metrics, the system performs advanced text analysis
by utilizing external machine learning services hosted on Google Colab.
2. This ensures robust analysis using specialized algorithms and external com-
putational resources.
" Interaction with External Services:
1. The "Perform Text Analysis" functionality interfaces with external systems
(Google Colab) to process the submitted data.

2. Results are returned to the system for storage.

3.3 Feasibility analysis

Technical Feasibility: The model leverages robust web technologies such as
HTML, CSS, and JavaScript, ensuring compatibility with mobile platforms like

IOS Safari and Android Chrome. Machine learning models will be developed using
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Python-based libraries such as scikit-learn or TensorFlow. Data storage and process-

ing will be supported through scalable cloud-based solutions or local le generation.

Economic Feasibility:  The implementation of the model is cost-e ective, as it
primarily utilizes open-source tools and libraries. The development costs are limited
to the resources required for coding, testing, and deploying the application. If hosted
on cloud platforms, operational costs will be kept minimal by using free-tier or low-

cost options for data storage and processing.

Operational Feasibility: The system is designed with user-friendliness as a
priority. It will integrate seamlessly into educational and research environments,
o ering a simple interface for data collection and analysis. Training and support

requirements will be minimal due to the intuitive nature of the application.

Schedule Feasibility:  The development timeline is realistic and achievable
within the proposed schedule. Each phase of the project, from prototyping, soft-
ware implementation, data collection, and model training to implementation and
testing, has been allocated su cient time. Iterative testing ensures that the system

is functional and optimized before deployment.

3.4 Requirement Analysis

The requirement analysis involves identifying the functional and non-functional
needs of the system. Functional requirements include typing data collection, metric
computation, and machine learning-based age prediction. Non-functional require-
ments focus on ensuring platform compatibility, responsiveness, security, and scala-

bility. These requirements are critical to delivering a robust and e cient system.

3.5 The Research Methodology

The methodology for our project involved a structured and participant-focused

approach. We gathered data through a pre-programmed online keyboard as part of
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an experiment. Participants were required to input speci ¢ text during a timed ses-
sion, which included six questions designed to ensure variability in typing behavior.
Additionally, they were asked to type a text prompt. Data collection was conducted
at two schools, AlBayan and Dar AlQalam, as well as at our university, involving
both students and instructors. This phase was carried out with strict adherence to
ethical considerations, including obtaining informed consent to ensure participant

privacy and con dentiality, as outlined in our ethical protocols.

The collected data included details such as ight time, key press and release tim-
ings, and other keystroke dynamics. This information was then preprocessed and
analyzed to extract relevant features using machine learning techniques. We imple-
mented and evaluated various algorithms to pro le individuals' age groups based
on their typing patterns. Special care was taken to anonymize and securely store
all data, adhering to institutional ethical standards to protect participants' rights
and integrity throughout the project. This methodology allowed us to e ectively
explore age-related characteristics in keystroke dynamics while maintaining a robust

and ethical research framework.

Figure 3.7: Text Promt
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3.6 Dataset

Data collection plays a crucial role in the research process. The data for this project
is collected from a diverse group of participants, including family members, col-
leagues, university professors, and school students. This data includes typing pat-
terns, which consist of metrics such as typing speed, dwell time, ight time, error
rates, and backspace usage. The participants' demographic details, particularly their
age, are also recorded to support the machine learning model for age prediction.
The dataset for this research was collected through a diverse group of participants,
including family members, colleagues, university professors, and school students.
This varied sample ensured a broad representation of typing behaviors and styles

across di erent age groups and levels of technological familiarity.

Family members and colleagues contributed to the dataset with insights from daily
usage and professional contexts, while university professors added a layer of academic
rigor and precision to their input. School students, on the other hand, brought
perspectives from younger, more digitally native users. This diverse participant
pool enriched the dataset, allowing the research to capture a wide range of typing
patterns and habits, ultimately enhancing the robustness and applicability of the
ndings.

3.6.1 Data Description
The parameters description is as follows:
" user_name: the name of the participant.
email: the email of the participant.
org _name: the organization/university/school the participant attends.
birthday: the birthday date of the participant.
age: the age in years of the participant.

edu_level: the educational level of the participant.
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Table 1: Dataset Features

Parameter Type

user _name String

email String

org _-name String
birthday Date
age int

edu_level String

user _input String
total _typing _time _ms int
total _typing _time _s oat
typing _speed oat
error _rate oat
accuracy oat

dwell _time list[int]
average _dwell _time oat

flight _time list[int]
average flight _time oat
backspace_count int

user_input: the text prompt input which the participant rewrote.

total _typing _time (ms): the duration it took the participant to rewrite the

text prompt in milliseconds.

total _typing _time (s): the duration it took the participant to rewrite the

text prompt in seconds.

typing _speed (CPM):the speed of typing in CPM (Character Per Minute),

which is a measure of characters processed in a minute.

error _rate: errors made during the typing process that have been missed by

the participant.
accuracy: this is the real accuracy which is raw, uncorrected.

dwell _time: the duration of a keypress for each key on the keyboard. And it

is a list of integers.

average_dwell _time (ms): the average of the dwell times, and it is a single

oat number.
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" flight _time: the time dierence between one key release and the following

key press. And it is a list of integers.

" average_flight _time (ms): the average of the ight times, and it is in a

single oat number.

" backspace count: the number of times a participant deletes or backwards

while typing.

Figure 3.8: Keystroke Dynamics
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3.6.2 Data Collection & Prepossessing

For data collection, we developed a dedicated website designed to capture keystroke
dynamics from participants. We then collected data through multiple channels.
First, we conducted visits to Dar Algalam School and Albayan School, where we
gathered data from female students. Additionally, we collected data from our own
families to ensure a diverse range of typing patterns. To further expand our dataset,
we organized an event at E at University, where students participated in the data
collection process. This multi-faceted approach allowed us to gather a rich and

varied dataset essential for the success of our research.

3.6.3 Feature Selection

Key features for analysis are extracted from the collected typing data. These
features include typing speed (characters per minute), error rate (percentage of in-
correct keystrokes), dwell time (time spent on each key), ight time (time between
key presses), and backspace usage (hnumber of corrections). These features are con-

sidered important predictors for the machine learning model.
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3.7 Algorithm

A machine learning model is developed using the processed dataset. Supervised
learning techniques, such as classi cation algorithms (e.g., decision trees, logistic
regression, or support vector machines), are employed to train the model. The
target variable in this case is the age category (above or below 18 years old). The
model is trained to identify patterns in typing behavior that correlate with age,

based on the features extracted.

3.8 Summary

This chapter outlines the design and architecture of the AgelD Virtual Typing As-
sessment System. The system, optimized for touch devices, includes key components
like the User Class for managing user data, the Website Class for navigation, the
Registration Class for secure user onboarding, the Textinput Class for keystroke
analysis, and the Database Class for data storage. These components work together
to provide a seamless and secure user experience.

The chapter also introduces ve diagrams: the Class Diagram, showing sys-
tem components and relationships; the Activity Diagram, detailing user work ows;
and the Context Diagram, illustrating interactions between users, the website, the
database, and external machine learning services. These diagrams visually repre-
sent the system's architecture and data ow, providing a clear understanding of its

functionality.

37



Chapter 4

4 Implementation and Testing

4.1 Introduction

The implementation phase of this research concentrated on the development of a
virtual keyboard system capable of capturing typing metrics, which include dwell
time, ight time, and backspace count. This necessitated meticulous integration of
event listeners to accurately interpret touch-based inputs, particularly in the context
of mobile devices. The system was architected to capture and log user interactions
while ensuring compatibility across a diverse array of devices and web browsers.
Furthermore, the capability to generate and download user performance data in a
text le format was integrated, thereby facilitating a seamless user experience. The
implementation adhered to best practices prevalent in the industry, with a strong

emphasis on modular design and the e cient utilization of resources.

The testing phase was crucial in validating the system's functionality and relia-
bility, particularly on mobile devices such as tablets and iPads. Rigorous tests were
conducted on various platforms, including iOS Safari and Android Chrome. These
tests ensured accurate touch-event handling, successful le downloads, and seamless
cross-browser compatibility. Given the unique constraints of mobile browsers|such
as restrictions on automated le downloads and di erences in event handling mecha-

nisms|special attention was paid to optimizing the user experience on these devices.

Edge cases were carefully examined and addressed, such as interrupted touch in-
puts, unresponsive virtual keyboard keys, and unsupported browser behaviors. The
testing process did not extend to desktop environments, as the research was tailored
to mobile usage scenarios. The iterative testing and debugging cycles provided crit-

ical insights into system performance. They helped ne-tune the application for
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smooth operation on tablets and iPads, culminating in a robust and user-friendly

solution optimized for mobile platforms.

4.2 Design and Implementation

Titled "AgelD," our website features a user-friendly interface designed to streamline
data collection and typing analysis. This functionality is crucial to the project's
success, allowing e cient participation and accurate recording of typing patterns.
With intuitive navigation and bilingual support, the application ensures that users
can easily register, log in, and engage with the system, fostering a seamless and

accessible user experience.

4.3 UI/UX Design

Figure 4.9: Home Page

The Welcome Page of the AgelD website serves as the entry point for users,
o ering a visually appealing and intuitive design. The page greets users with a
clear and engaging message, \Reveal Your Typing Traits, Unlock New Possibilities,"

which re ects the purpose of the application.
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Figure 4.10: Sign-Up Sign-In page

This section of the AgelD highlights the Sign-Up and Sign-In pages. The Sign-
Up Page allows new users to register by providing their email, username, password
(with con rmation), and date of birth via a date picker. The Sign-In Page enables
registered users to log in using their email and password. These features are crucial
for securely creating unique user pro les and associating keystroke data, ensuring a

reliable data collection process.

Figure 4.11: Agreement Page Tutorial Video

The Agreements Pages in the AgelD ensure transparency and consent. The Pri-
vacy Policy Page explains data practices, requiring users to agree before proceeding.
The Tutorial Video Page introduces the tutorial via a popup, displays the video,

and lets users con rm they have watched it before continuing.
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